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Unicast Transmission

O 192.168.1.7

192.168.1.6 192.168.1.5

o O = Network

192.168.1.8 192.168.1.

> Unicz;tst V.
UDP/TCP
e

192.168.1.1 192.168.1.2 192.168.1.3
Source IP: 192.168.1.1
Destination|P: 192.168.1.3
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«Federates
(connects)
Omnicast 4.x and
Secunty Center
3/4/5 systems

= Provides offsite
recording of
cameras already
managed by an
Archiver

access control,
video analytics,
video walls and
any other plug-in
except POS

Federation =

Auxiliary Archiv
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Genetec Server Service

Starts automatically with
Windows
(See: services.msc)

Vv N
Role (e.g. Media Router) server function - in
- ) running _;- n a Config Tool
Genetec Server.
4\/; - g )‘P‘ﬁf}éLng)éﬂ.o&)twa
- Helper process
[Agent (Redirector) launched by a role

Runs in Windows

(See: Task Manager)
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The Media Router is a server role

A Security Center system can only have
one Media Router

The Media Router is usually found on
the Main Server (hosting the Directory
role)

The Media Router is the “brains” of
the network topology

The Media Router gets its
“intelligence” from your Network view
design/configuration

Media Routing g

The Redirector is an agent

A Security Center system can have as
many Redirectors as needed

The Redirectors are usually found on
Archivers.

The Redirectors are the “muscle” that
actually move video packets from one
place to another.

The Redirector is a “dumb” agent who
simply does what it’s told by its boss,
the Media Router.
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If the Directory and Archiver role are running on the same server, do not exceed 100
cameras or 200mbps.

If a system contains more than 300 cameras, the Directory Role must be installed on a
standalone machine.

Limitations of MS SQL Express Edition
= Supports 1 Processor
» Up to 1 GB of Memory
= Maximum Database Size : 4 GB for SQL Express 2005, 10 GB for
SQL Express 2008 R2
» A gatabase can reach 4 GB on a 120 camera Archiver with 60
aays of storage
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Directory & Standalone Directory & Access Standalone Access Directory,
Archiver Archiver Manager Manager Archiver, Access
Manager

Intel® Core™ 2 Duo E6850 3.0 GHz or better

4 GB of RAM or better 150 readers 150 readers 50 cams or
. . . . 7
Minimum 80 GB hard drive for OS and Security Center applications 505Ba;];sor 57?;,\";5” 64522213;
) 10,000 CH’s 10,000 CH’s H
100/1000 Mbps Ethernet network interface card 5,000 CH’s
Standard SVGA video card?®
Quad Core Intel® Xeon® E5640 2.66 GHz or better
16 GB of RAM or better
100 cams or
64-bit operating system 300 readers 425 readers 200 Mbs
100 cams or 300 cams or
Recommended gg GB SATA II hard drive or better for OS and Security Center 200 Mbs 300 Mbs Unrestricted  Unrestricted 200 readers
applications CH’s s 40,000 CH’s

GDbE network interface card
Standard SVGA video card?
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High performance
standalone archiver

Directory & Standalone Archiver Directory & Access Standalone Access Directory,

BCDVideo BCD380V8 Enterprise Video Recording Server4 Archiver Manager Manager archi;/er, Access
anager

Dual Intel® Xeon® E5-2430L V2 @ 2.4 GHz

16 GB of RAM

Microsoft® Windows Server 2012 R2 Standard Edition 64-bit

Intel® 1350 Quad-Port Gigabit 330i Network Interface Card

Smart Array P430 RAID controller with 4096 Mb Cache Size Module

: : : : 500 cams or 300 readers 425 readers (LU EEliE 2
2 SAS 10K RPM hard drives in RAID1 configuration for OS T 0 200 Mbs
and Security 200 Mbs + 200 Mbs Unrestricted Unrestricted 00 1o
Center applications redirection CH’s CH’s 40.000 CH’s

8 or more SAS 7200 RPM hard drives in RAID5
configuration for video
recording
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Intel® Core™ 2 X6800 @ 2.93 GHz
2 GB of RAM or better

CIF
352 x 240
500 Kbps

VGA
640 x 480
1500 Kbps

HD

1280 x
720

3500 Kbps

. N
NS g 59w 5139 S

Full HD
1920 x
[01:0]
6000 Kbps

Ultra HD
3840 x
2160

10 mbps

80 GB hard drive for OS and Security Center applications

Minimum 32 9 6 4 0
256 MB PCI-Express x16 video card cameras cameras cameras cameras cameras
1280 x 1024 or higher screen resolution
100/1000 Mbps Ethernet network interface card
4th Generation Intel® Core™ i7-4770 or better
8 GB of RAM or better
64-bit operating system

Recommended 64 48 15 8 2
120 GB Solid State Drive for OS and Security Center applications cameras cameras cameras cameras cameras

GbE network interface card

NVIDIA® QUADRO K620 2 GB video card

High performance

4th Generation Intel® Core™ i7-4770 or better

16 GB of RAM or better

64-bit operating system

240 GB Solid State Drive for OS and Security Center applications
GbE network interface card

2 x NVIDIA® GeForce GTX970 - 4GB video card

CIF
352 x 240
500 Kbps

90

cameras

VGA
640 x 480
1500 Kbps

60

cameras

HD

1280 x
720

3500 Kbps

40

cameras

Full HD
1920 x
1080
6000 Kbps

30

cameras

Ultra HD
3840 x
2160

10 mbps

8

cameras
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Original Data Scrambled Data Original Data
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Encryption Key Decryption Key Sly epar 9 (ogee oS I K o,

S o0 oolaiwl Wrosly o LiS 30 9 o)

Symmetric:

Encryption key is the same as the decryption key (private keys used)

Asymmetric:
Encryption key different but mathematically linked to
the decryption key
One key is commonly distributed (public key), other is
kept secure (private key)
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Rivest-Shamir-Adelman (RSA)
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Digital Signature Standard (DSS)
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Elliptic Curve Cryptography (ECC)
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example: RSA, DSS, DSA

= Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] -
@ File Action Window Help

e pE 42 XE= BE

View Favorites

[] Console Root lssued To lssued By Expiration Date  * || Actions
4 G Certificates (Local Computer) [l AddTrust External CA Root AddlTrust External CA Root 5/30/2020 Tt &
e
b g -Fl’_er:n;lR + Certification Authoriti Administrator Administrator 3/ More »
‘ I_:I:Iu cert'f"mt Sricatian Autharhes Baltimore CyberTrust Root Baltimore CyberTrust Root 3/13/2025
ertificates L

» [ Enterprise Trust 5 Certum CA Certum CA B/11/2027 M
b [ Intermediste Certification Authorities 5 Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 More.. b
5 [ Trusted Publichers (5] Class 3 Public Primary Certification Authority Class 3 Public Primary Certificatio.. 8/2/2023
& [ Untrusted Certificates 5] cloud services.ssl.checkpoint.com cloud.services.ssl.checkpoint.com  8/18/2020
b 71 Third-Party Root Certification Authorities 5 Copyright (c) 1997 Microseft Corp. Copyright (c) 1997 Microsoft Corp.  12/31/1999
&[] Trusted Pecple (5 DigiCert Assured ID Root CA DigiCert Assured |0 Root CA 1171042031
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The client establishes a TCP connection with the server using the
3-way handshake (Synchronize and Acknowledge)

The client sends a TLS "hello” message to the server. This includes
the version of the TLS protocol it is running and the list of
supported ciphersuites

The server picks the TLS protocol version for further
communication, decides on a ciphersuite from the list provided

by the client, attaches its certificate containing its public key, and
sends the response back to the client

The client then establishes a symmetric session key which is
encrypted with the server's public key and sent back to the server

Both parties can then use the shared symmetric session key to
communicate

ClientHello

ClientKeyExchange

ChangeCipher
Application Spec
data

SYN ACK

Application
data
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AUTHORIZATION
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Security Center Federation Site

(Corporate HQ)
Readers

Federation Servers & Cameras

q Investigation

Global Monitoring
E Remote

Wide Area B Monitoring
Network O o & Configuration

Local E Local
Monitoring Monitoring

Local Cardholder Local Cardholder
Management ~ Management

Readers Readers
& Cameras & Cameras
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Entities that can be Federated:

* Areas
e Alarms
e (Cameras

« (Camera Sequences
 Doors

* Elevator Cabs

* Elevator Floors
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Certain roles require databases to operate
By default, the role DB server is hosted on the same machine as
the role:

(loca)\SQLEXxpress

Databases can be hosted on separate servers to help:
1. Move the role from one server to another
2. Configure standby functionality

For example:
DATASERVER\SQLEXpress
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» To accept client connections, a Directory must also be connected to a SQL database.
» To ensure high availability, it is possible to protect both the Directory & the SQL
layers.

(=)| Directory — Directory
Role SQL DB

SQL Protection Options:

Up to 4 additional Directories can be
added to ensure high availability,

providing: 1) SC’s Backup &

Restore
2) SQL Mirroring
3) Windows Clustering

1) An added connection point for clients
2) Load Balancing (optional)
3) Directory Role Failover
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Failover Archiver
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- Protect one or multiple Archivers
with one Failover Archiver (1:N)

- Protect recordings against
hardware, network or storage
failure

- Protect access to live and recorded
video

- Minimal failover time
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Archiver Failover: Primary & Backup Archiver Failover: “Cro

Server | PRIMARY Server I STANDBY Server |  PRIMARY & STANDBY

Archiver Role A




Auxiliary Archiver

Record a camera in a remote location
Record the same camera on a different
schedule than the main Archiver
Record a different stream (different quality) of
the same camera
Good solution if pre-alarm needs to be
recorded at a higher quality
o Low quality stream recorded
continuously on the main Archiver
o High quality stream recorded on motion
on the Auxiliary Archiver.
Work across federation
Limitation: A standard Archiver needs to be
online. The Auxiliary Archiver has no
command & control connection to the camera.

\
VMS slo, 1331 p 3 910 o5 3

Remote Site

[

Central Site
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* Supports up to 5
Directory Servers

* Each can actas a
connection point to
the same system

* Directories
automatically load
balance incoming
client connections
(Round robin)

« If disconnected,
clients will attempt to
connect to other
Directories within the
System.

* Note: Redirection can
be disabled in the
client Options page.
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%, Monitoring P Maps

¥ | i B 3rd Floor

4 & WEB2-WIN2008R2

Plan Manager is the included Security Center component that
supports mapping for access control, LPR, video streaming and
intrusion detection
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Camera recording state Motion detection can be
and field of view can be shown on the camera
shown from the object: object

green = PTZ, blue = fixed Recording, FoV, and motion

detection configurable on a
per-camera basis
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] ¥ Admin (Bistro - 2DC5) Glass break
J
\K“ 2/16/2016 5:21:43 PM Instance #25

Trigger alarm - i
Glass break Active

2/16/2016 5:21:43 PM

Alarms can be triggered
directly from the object.

Can perform alarm
functions from an active
alarm.
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Administrative Events Number of events: 122

Y Number of events: 122

Level Date and Time Source EventID Task Category *
6/20/2019 5:00:45 PM  TerminalServices-Printers

@krror 6/20/2019 5:00:44 PM  TerminalServices-Printers 1111 None

0 Error 6/20/2019 5:00:41 PM  TerminalServices-Printers 1111 None

o Error 6/8/2019 2:39:25PM  TerminalServices-Printers 1111 None

0 Error 6/8/2019 2:39:25PM  TerminalServices-Printers 1111 None

/1, Warning 6/8/2019 2:39:24 PM  User Device Registration 360 None v
Event 1111, TerminalServices-Printers x

General Details

Driver hpfax1 required for printer HP LJ300-400 color MFP M375-M475 Series Fax is unknown.
Contact the administrator to install the driver before you log in again.

Log Name: Microsoft-Windows-TerminalServices-Printers/Admin v

9 Lolngy ¢ 5005 ¢ Olpedi Jolge ol (o0 (Foly @ (SR ol bwdd

c;‘.«é'l.b).;l.bgi‘sw)ﬁ

10900 g |y 313 95190 (ylei (c0 (6 SIS 50

)|)3| @y ‘Slbuuaubu‘f)b’m‘_gl.bwﬁo
LbéMgbé'&g)M‘;M)gw

Nl py 5o iz glo i o 5,5,5 pas b (yolsl 15
Gz b Cwoyd L Oledbl g5 <dl o

w & € 1t < —




gl 2 oy,

o o

%'g VMS ‘slb)'}ﬂ P}s )éhg;jﬁ

n oo
I Network | security

SIP sk 9w g Fgo byl v
wil (o0 Ol 3l asws (plpo b (Fhg ;500 5 (Sl (b pww w53 (Fgo bLI,I (5,8 2

Wbl 38 ;000 b 4l g (wled 43 5008 pglai (huly 2 ogdle H138 o5 buzmo JS1o )0 ol )5 &5 (Sre (ol &

Voip coluwo jo a5 wbly (0 SIP (glayg pw b bad po sl JST9 5 L0 51580 o5 008 cy )0 (Fawo bLI,I 5,158 0 c
I (50 9,

g i
el i
. = "
me, -4
ek Preor ] FR- o TE 0] = e
[}

Ermperarray (S TI AT o ke ™
i i Sl e 1
| ! . !
i &= HF HF SiF
i i L :
I | ; i
[P METWOREK
1 1 1
1 1 1
1 1 1
MLLUEITY CERSLH CALHaInE ] L g =g L

Uirahy e e @ e
el g e s




SEAC Sl
<

\
VMS gl ,i 3l pp 0 b 55

30 3 9ad e b gy Elgl V
i oy g Celvn SO (wlal p gins
JoU 39y vl p gz

adile ST (o 1380 0 3 polwl 33 gomiamsr

.. s Heat map . Missing Object . Intrusion Area . Cross line . Motion Search
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.. 9 Vehicle detection . License plate recognition . Face Recognition . Face detection

Search window

Block under search Motion vector
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Visual Tracking

Usermame: jdoyon

Password: =

¥ Use Windows credentials

Directory: ' huxiey

f Cancel | P
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