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Unicast Transmission

O 192.168.1.7

192.168.1.6
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192.168.1.1 192.168.1.2 192.168.1.3
Source IP: 192.168.1.1
Destination|P: 192.168.1.3



_ ) v
C %E ACWARITWAE T w& 1 QW {CEWRY

Y AEW o l@fiP° p @ Aia\ AV Multicast IP ¢ wal va @del wwea w oA BéE w
X AQaoy 3y @.@& %406 P A

¥ AQI vC-a YRV By %I v B avA & w B v AT AWE AC v 34w Tl B AE A «CAMERW O

¢ WivaC & it @R S WD sew UAET {4 Yayéwep) A B © w Aiditicast & * (vw & 360 éRiv -¢gyR pd (A p Cweals { B

Multicast Transmission
i L]

192.168.1.7

/O_O
O

=
192.168.1.8 2.168.1
=

u  Multicast

192.168.1.1 192.168.1.2 192.168.1.3
224.1.1.1


https://en.wikipedia.org/wiki/Internet_Group_Management_Protocol

Ei €u¢ %
Wiz 8 ¥ Aié il

¢ AU ok %A A ¥ ARauters) wa  x VA A ACHEDY xawA, 28E) Y7 VWD
IP Avlijcc atagw&y Bwa aAwoceAwA
wact %0 A Aw iAD WA wA Y 328 ViR B v
O O ° bpdwBER WO RAKE A

u Anycast



: \
9 Sy . , - ~ A A ;e A — yd
- “ C E ACWRITWIE TwZ ' O

N

.
Oy, " ‘“‘,o“\é
I Network | security <

1 AGE® w AR WA & A vEE W & B

'

v Broadcast



CHEAC. Uwi Cwa

Telnet

L YN P AAES B A &AAT PE £y Ev Alyinet) ¢ p 6

1 AE& Quebxolovav & W@ y{ e ® B VALY W a S EARAA YaohiBar AXT PE £ VAY

A WC E v VR by A Gi6 AN £ A S Whazutedliv AWE AA 2 € ez vl £ § v
P EAvg BWWeHaEY, %E A G U wY i iR lCA@vy A -

° b ¥ pa(@) 0 w DY@z wWivémmandline interface ¢ v BCE wa veawm{GB ARz £ i &av-
1 AEa CwileeA Kines &wa AW IWE ARAY

a°(EE ABSH(SecureShel) © b § %A ¢ wa v 60 AFAYRR, ~a Yo RGENE CHinVEY CHE b 6 £

¢ Av
teachoo
TELNET i VA € by £ CO vegH Eieviz v Eb Yo A ~ SSH Server
|:_| C-Uut SSH COW{ 8%V ) Hello!  ksén Hello :
—X o E W Z Encrypt Decrypt
&9 e &9 &9

Public Key Exchange




Vd

EYEAC Uwi_ . éwa

Command prompt

VI Y YA w YA jA 0 QARYC A6 A AN WET&% e Ad w i@ w PAZMD
1 i3« V

° vy AE ¢ O@pévinzOawict TMD | v ¥ KiawAnia w iD¥480 o, Wikl v Y AGHA

BN Ch\Windows\system32\cmd,exe - O x BN C:\Windows\system32\cmd.exe - O x

Windows IP Conf

in packet (

This
of s

BLISHED

1
1
1
1
1
[ ]
1
1
1
1
[ ]







Coas A R R A
C %C A l28cUnya 4V

I Network | securit

Co ¢ %Bavan 3
°h EGUE U wigs3t %€ A &€ wCwEr PARLY &4 Bw YACARyw Awe b &  C1 \Bwea v+\v0va kv AEa

i WCUBEYOWI EL B%jc %EeWajCA %LotAGA v % eLwEwWADp A& & %4600 WwH ¢ v %HBME - %z
) §a)t vvidaw & & weeCeute AEC A

Yov Yali YoUli %A
a° AW CzaAy§wBevice ACADA Z3wA 248 @& ¢ i A C-Ex%E & AW A Uy O w {CH Aw Al
1 ]/ZV 1
wAD €a W vz WEQIWEABQ £ A I¢ & MEN & & A B B Riet Juka o ALK, & G wObyi %A O
w A UGB BI°Ce Ay {1 @ ¢ w &t vVAAGEY N § Wi A %0 AT avatovE s i AaGa & VA A O AV v € v

~

| oo ECAWAZYCOIWA OBYyWY EBE Y #BEC &y MORPYAWBe - wp ECAGA YR p iview A

wél b CVPib G tuMaster® 3 A b wWadAEy wmky ZA EGa BAIICARY ARy B
0 b ZowinySlavei Civ A1




Py
» S
%
9(7 0“
'o,,,c o“\é

Rl
d Network Security co‘“?

v AAv =%y +3%a ¢06~

Unified Security Interface ¢ ¢ewA AT %w 1@

Hardware ))Y) wa uCzwyr 6C

P|uging & Add-ons W &V A %y/ v & lA‘ﬁl %V—A%Wﬂ:éo ~
Imercom | Intrusion Manager | POS | Asset Management | Ticketing | Plan Manager Genetec YLv A%W

License Plate
Recognition

| &1 £ Yowalby/EC AVAA Y2WA i \EA Y0 IAw
1 e Cy A L L

Security Center Core Platform




R i Y | °
f“’\’y N \ ]/ZM. A-ﬂeL v lu+c

Default Server Roles

&0 = A
. | o
Directory Archiver Media Router  Zone Manager ~ Active Directory
K¢
o Ewz CU0 v¥%v! Y%BvAAv +3%y % vi% 1 3§

Yov AAv =+ 3y

tE Media Router -q- ~=  Archiver Q Directory

go ECA ¢vuz ACy o6y¥wiUgvea ACA Cv
évva¥h waen Av 1 AU %é B EyGUAVCWY Yawi A
“C AU R)@CEY Buucv ¢°pbz %I C~ §y Gwte A«
ve iStreamadé wAwv ¢v3uzCu Y%v ¥ué atl wemnAv AR 15”[1\’_(_?‘
Levv °Téeu Az vo{u ¢v YR HKCE ¥ Ow{ £7%2v

Ppi Cu FAUY )@Y



' ‘;nuhlnaw:@,,w \ <
P <, 1 2 .
X 2 -/2 M . A-a L Came
" o % - ree
% S
oz,o% ) e‘,&‘

P
I Network | security ©©

Additional Server Roles C‘,(J

La ] Il

«Federates
(connects)
Omnicast 4.x and
Secunty Center
3/4/5 systems

= Provides offsite
recording of
cameras already
managed by an
Archiver

access control,
video analytics,
video walls and
any other plug-in
except POS

Federation =

Auxiliary Archiv

UCu-£ 06y )
%0C°T E wz Cz'GU/ECﬁAG’%%q/ZV‘Dy%W&

Genetec Server Service

Starts automatically with
Windows
(See: services.msc)

Vv N

Role (e.g. Media Router) server function - in

- _ ) running _;- n a Config Tool

Genetec Server. A o
{ B Yav Aa v
v T
Agent (Redirector) Helper process
launched by a role

Runs in Windows

(See: Task Manager)
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The Media Router is a server role

A Security Center system can only have
one Media Router

The Media Router is usually found on
the Main Server (hosting the Directory
role)

The Media Routeri s t
the network topology

he oObr

The Media Router gets its
ointelligenced6 fro
design/configuration

Media Routing . =

The Redirector is an agent

A Security Center system can have as
many Redirectors as needed

The Redirectors are usually found on
Archivers.

dhe Redibectardsar e t he o0 mu
actually move video packets from one
place to another.

odumbao
w h abbss,i

The Redirector i s a
si mply does
the Media Router.
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If the Directory and Archiver role are running on the same server, do not ed@@ed
cameras 0200mbps.

If a system contains more thdA0cameras, the Directory Role must be installed on a
standalone machine.

Limitations of MS SQL Express Edition
A Supportsl Processor
A Up to1 GB of Memory
A Maximum Database Sizet:GB for SQL Expres2005 10 GB for
SQL Expres2008R2
AA database can readGB on al20camera Archiver witl60
days of storage
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Directory & Standalone Directory & Access Standalone Access Directory,
Archiver Archiver Manager Manager Archiver, Access
Manager

Minimum

| nt el E 2uo B5858 3.0GHz or better

4 GB of RAM or better

80 GB hard drive for OS and Security Center applications
100'1000Mbps Ethernet network interface card

Standard SVGA video catd

50 cams or
50 cams or 75 cams or LDl B 50 Mbs
50 Mbs 75 Mbs 64 reader

10,000CHG6 s 10,000CHO s 5000CHG S

Recommended

Quad Cor e | B64@2.6BGHX®@ betice E

16 GB of RAM or better
64-bit operating system

80 GB SATA Il hard drive or better for OS and Security Center

applications
GbE network interface card
Standard SVGA video catd

300 readers 425 readers 1020 O%al\rxssor
100 cams or 300 cams or
200 Mbs 300 Mbs Unrestricted Unrestricted
~ - 200 readers
CHO s CHO s

40,000CH®G $
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High performance
standalone archiver

. . . . Di & Standal Archi Di & Al Standal Al Di :
BCDVideoBCD380V8 Enterprise Video Recording Serder Alr:;(i::/(:ry S MZ'ZZ‘;’3 - Mt::age(;ne - A:rcici\tf;? Access
Manager
Dual | nt e5230X @2.EGHE
16 GB of RAM

Mi crosoft E W20h2RDStandars Editivbd-lit

| nt 8308uadPort Gigabit33G Network Interface Card

Smart Array B30RAID controller with4096Mb Cache Size Module

; ; : ; 500 cams or 300 readers 425 readers LUV f
2 SAS10K RPM hard drives in RAID configuration for OS S S 200 Mbs
and Security 200 Mbs + 200 Mbs Unrestricted Unrestricted ST
Center app||ca_t|ons redirection CH® s CH® s 40,000 C H &

8 or more SAS/200RPM hard drives in RAIB
configuration for video
recording
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CIF VGA
352 x 240 640 x 480
500 Kbps 1500 Kbps

Minimum

I nt el E2X5800@£93 GHz

2 GB of RAM or better

80 GB hard drive for OS and Security Center applications
256 MB PCIExpress XL6 video card

1280 x 1024 or higher screen resolution

100/ 1000 Mbps Ethernet network interface card

32

cameras

9

cameras

HD

1280 x
720

3500 Kbps

6

cameras

Full HD Ultra HD
1920 x 3840 x
1080 2160
6000 Kbps 10 mbps

0

cameras

4

cameras

Recommended

4 h Generati on7-47Moréétter Cor e E i
8 GB of RAM or better

64-bit operating system

120 GB Solid State Drive for OS and Security Center applications
GbEnetwork interface card

NVIDIA® QUADROGR0 2 GB video card

64 48

cameras cameras

15

cameras

8 2

cameras cameras

CIF VGA
352 x 240 640 x 480
500 Kbps 1500 Kbps

High performance

4 h Generati on7-47foredétter Cor e E i
16 GB of RAM or better

64-bit operating system

240 GB Solid State Drive for OS and Security Center applications
GbEnetwork interface card

2 x NVIDIA® GeForce GT70 - 4GB video card

90

cameras

60

cameras

HD

1280 x
720

3500 Kbps

40

cameras

Full HD Ultra HD
1920 x 3840 x
1080 2160
6000 Kbps 10 mbps

30

cameras

8

cameras
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Adjoée owizivY B @ EAMYI T

X A
Original Data Scrambled Data Original Data
g AC VIZZp ¢ & @E&E w Y RvG W
. . . ’ . 1 oW A Gé w B \Vesu@s 6A @ jC
Encryption Key Decryption Key vZi ATy CuAGWaA°LOWd G
1 AEa € weed Ad wRijit A
Symmetric:

Encryption key is the same as the decryption key (private keys used)

Asymmetric:
Encryption key different but mathematically linked to
the decryption key
One key is commonly distributed (public key), other is
kept secure (private key)
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P v Yevewnv.AGKR w\awea Al Adtt wWadivC i waAsD-e@I AIC wa AC CiAwE

o _ . A _ ______Rivest-Shamir-Adelman (RSA)
} A Ea ewiieweldiizw oCyv s & W a O W& iv ¢k O3 uA (C u AUCH Yow ogye MDA Y%E C U

_ o R _ o _ _ Digital Signature Standard (DSS)
VoW 6 YWzZAE! wed X vathCo Bz AE AQE wa i € Qv Bl EQV L B%w % yew a
X Ageoxr wipdaofAvw AIISEOAA £

A _ o ) A o _ _ Elliptic Curve Cryptography (ECC)
Caw<conawoaez viQHa XVACT £AOCwa Q@GR CHILCEAREE | ¢ AVio=Cwew i2A Oy w i

> AEa Cweeno
t'a'! O ég
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example: AES, RGl, DES

Cl AT Cd¥ov YefMiEPAVIC, £z Cl
L vy VEGHe B A U ik W QW &

example: RSA, DSS, DSA

= Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] = B
ﬁ File Action View Favorites Window Help ||T||E"?|
e a0 4 e XE = BE
[] Console Root lssued To lssued By : Expiration Date  * || Actions
« & ;_E”F;f' cates I(L“Ca' Computer) [l AddTrust External CA Root AddlTrust External CA Root 5;30;2020 Tt &
N creona = = = | S
| Trusted Root Certification Authoriti = = More... P
< ruste = .oo Sricatian Autharhes Baltimore CyberTrust Root Baltimore CyberTrust Root 3/13/2025
| Certificates ¥ ¥
| Enterprise Trust @Certum CA Certum CA B/11,/2027 Adminis... =~
b [ Intermediste Certification Authorities 5 Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 More.. b
5 [ Trusted Publichers (5] Class 3 Public Primary Certification Authority Class 3 Public Primary Certificatio.. 8/2/2023
& [ Untrusted Certificates 5] cloud services.ssl.checkpoint.com cloud.services.ssl.checkpoint.com  8/18/2020
b 71 Third-Party Root Certification Authorities 5 Copyright (c) 1997 Microseft Corp. Copyright (c) 1997 Microsoft Corp.  12/31/1999
&[] Trusted Pecple (5 DigiCert Assured ID Root CA DigiCert Assured |0 Root CA 1171042031
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The client establishes a TCP connection with the server using the
3-way handshake (Synchronize and Acknowledge)

The client sends a TLS "hello” message to the server. This includes
the version of the TLS protocol it is running and the list of
supported ciphersuites

The server picks the TLS protocol version for further
communication, decides on a ciphersuite from the list provided

by the client, attaches its certificate containing its public key, and
sends the response back to the client

The client then establishes a symmetric session key which is
encrypted with the server's public key and sent back to the server

Both parties can then use the shared symmetric session key to
communicate

ClientHello

ClientKeyExchange

ChangeCipher
Application Spec
data

SYN ACK

Application
data

) Jea))

NnawwAs e wisy
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)t AGEA o@eé Time Password W& ¥

(Static Password Tokens ) w o YA § W & Awki

o pd W & A& B AELLAI
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TYPES OF BIOMETRIC AUTHENTICATION - 5 ¢ A& %y

@ . i
III\ .-'I..I

Fingmiprim Facial Eyu
s i naira rl-lh:-gl'lhl:ll'l ﬁ-:l:l-“ﬂll-f.'n SCANTeETS
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3. Request
Client ’—\ Tomcat
’whenticate
5. Request with Token
10. 200 OK Response
Y / 8. Get Roles
1 Lozf'"“- 7. Verification
Response 9. Return Roles
2. Return,_ .
Kerberos Token. 6. Verify

Token
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AUTHORIZATION

WHAT SERVICES YOU
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Security Center Federation Site
(Corporate HQ)

i Federation Servers
Global Monitoring

Wide Area ==
Network
Local

Monitoring

Local Cardholder
Management

Readers
& Cameras

Readers
& Cameras

Investigation

Monitoring
& Configuration

Monitoring

Local Cardholder
Management

Readers
& Cameras

Too Joo T I I I I

P A o\ Vs
C v AaN __= Sy

cyv CAf %u ¢ ¢&WAwA
Wa  UMEzyvAawitE
wa %v o Ea
UC wéy

11 %f guERA Ewa
y) Ly v A g oeCA ¢ wa

Entities that can be Federated:

Areas A Inputs
Alarms A Outputs
Cameras A Zones

Camera Sequences A Cardhol
Doors A Cardh
Elevator Cabs A Cre
Elevator Floors A
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Failover Directory
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Certain roles require databases to operate

By default, the role DB server is hosted on the same machine as

the role:
(local\SQLEXxpress

Databases can be hosted on separate servers to help:
1. Move the role from one server to another
2. Configure standby functionality

For example:
DATASERVERSQLEXpress
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A To accept client connections, a Directory must also be connected to a SQL database.
A To ensure high availability , it is possible to protect both the Directory & the SQL
layers.

Directory ](=>§ Directory
« Role
2 ¢ il SQL DB

SQL Protection Options:

Up to 4 additional Directories can be
added to ensure high availability,

providing: 1) SCds Back

Restore
2) SQL Mirroring
3) Windows Clustering

1) An added connection point for clients
2) Load Balancing (optional)
3) Directory Role Failover
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Failover Archiver
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A Protect one or multiple Archivers
with one Failover Archiver ( 1:N)

A Protect recordings against
hardware, network or storage
failure

A Protect access to live and recorded
video

A Minimal failover time
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Archiver Failover: Primary & Backup Archiver Fa

Server | PRIMARY Server |l STANDBY Server| PRIMARY &STANDBY

Archiver Role A

Server Il
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Remote Site

(" Y

Auxiliary Archiver

Auxiliary Archiver

A Record a camera in a remote location
A Record the same camera on a different
schedule than the main Archiver
A Record a different stream (different quality) of
the same camera
A Good solution if prealarm needs to be
recorded at a higher quality
o Low quality stream recorded
continuously on the main Archiver
o High quality stream recorded on motion
on the Auxiliary Archiver.
A Work across federation :
A Limitation: A standard Archiver needs to be vy civer
online. The Auxiliary Archiver has no
command & control connection to the camera.

Central Site




Directory
Role 1

Directory
Role 2

Directory
Role 3
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ASupports up to 5
Directory Servers

AEach can act as a
connection point to
the same system

ADirectories
automatically load
balance incoming
client connections
(Round robin)

Alf disconnected,
clients will attempt to
connect to other
Directories within the
System.

ANote: Redirection can
be disabled in the
client Options page.
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%, Monitoring P Maps

¥ |5V B 31d Fioor

4 ® WEB2-WIN2008R2
4 T Genetec
4 [ 3rd Floor
» B5 Payroll Offices

Plan Manager is the included Security Center component that
supports mapping for access control, LPR, video streaming and
intrusion detection
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Camera recording state Motion detection can be
and field of view can be shown on the camera
shown from the object: _ Object _
green = PTZ, blue = fixed Recording, FoV and motion

detection configurable on a
per-camera basis
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] ¥ Admin (Bistro - 2DC5) Glass break
J
\K“ 2/16/2016 5:21:43 PM Instance #25

Trigger alarm - i
Glass break Active

2/16/2016 5:21:43 PM

Alarms can be triggered
directly from the object.

Can perform alarm
functions from an active
alarm.
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