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Ătv½v ćwă È¸z Ĉå¾Þù

VĈå¾Þùāv½ćwă½wíā¾Ċ·»ć¿wÅ¾ĉÿwÎ£

VĈå¾ÞùĈýw úíćwăºĊõĀ£āºþþí÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£

Vôî£ÿ¾~ÿ¡wÕw{£½vĂî{Éćv½¹÷¾ýwă½vÀåv

V½w¤·wÅ÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£

Vxw¸¤ývÿāĀ´ýĂ{Åw´ù¢¸Åwă½vÀåvÿĂþĊĄzć¿wÅûjwă

V¡ĒîÊùÿ¹vº·½½¹÷¾ýwă½vÀåv

V¢Ċþùv½¹÷¾ýwă½vÀåv

V¢ĉ¾ĉºùÿć½vºĄòýā¹v¹wă

VĈ·¾z¿vĈñÂĉÿćwă÷¾ýćwă½vÀåv¢ĉ¾ĉºù¾ĉÿwÎ£

VĂ¤Å¹ćºþz÷¾ýwă½vÀåv¿v¾Úý¢ÞÅÿć¹¾îöúÝ



 ÿ ć¿wÅ ā¾Ċ·» ćwă½wí āv½
¾ĉÿwÎ£ ¢ĉ¾ĉºù



ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

ĂýwùwÅ¢ĉ¾ĉºù¾ĉÿwÎ£

Ä~¿vºĊõĀ£ÿówê¤ýv¾ĉĀÎ£ów³¿wĊýĂzā¾Ċ·»ć¿wÅćv¾zì¯û¹¾í¬ù¹ºÿ
ā¹wæ¤Åv¿vĀĊÉ½j¢Ą«ºþÅÿë½ºùĈùºÉwz

üĉvĂýwùwÅüĉ¾·jÿĈöÍvüĉ¾£È¸z½¹üĉvø¤ÆĊÅwăĈù
ºþÉwzv¾ĉ¿Ĉùwú£¡wÝĒÕvÿÜĉwéÿ¢{§āºÉÔÅĀ£Ċz½ÿ¹üwă
½¹üĉvÈ¸zÔ{Ñÿć½vºĄòýĈùºýĀÉ)

xw¸¤ýv½w¤·wÅüĉvÈ¸z¾zÃwÅvćºþù¿wĊýćwăāÁÿ¾~ÿ
ÃwĊêùûj¿v¾Úý¹vºÞ£üĊz½ÿ¹ÿ¾òĉ¹¡vÀĊĄ¬£ĈùºÉwz



Ă°¸ĉ½w£wă½¹½Āí½

ĈöÍvüĉ¾£ĈöùwÝĂí¦ÝwzÈĉvºĊ~üĉvø¤ÆĊÅwăºĉ¹¾ñIĂz¹Ā«ÿûºùjø¤ÆĊÅÔ{ÑVCRĈùºþÉwz
Ăí½¹ćvº¤zvĂă¹,42+ìúíĂzÈĉvºĊ~üĉvø¤ÆĊÅwă¹Āúý)

VCRäæ¸ùĂúöíVideo CassetteRecorderĈùºÉwz

üĉvāwò¤Å¹¾z Ăĉw~ïĀõwýjćÿ½¢Åwí¾ĉÿwÎ£v½Ô{Ñºþí Ĉù)

üĉvø¤ÆĊÅw£Ăă¹,44+ć¹ĒĊù½vºú¯¾~½v¿wzĈ£ĀÍÿ
ć¾ĉĀÎ£¹Āz)

āwò¤Å¹VCR¾zĂĉw~ïĀõwýj¾ĉÿwÎ£v½Ô{Ñºþí Ĉùÿ
½ĀÖýwúăĂí¿v÷wýûj¢ÅvºĊ~ćÿ½¢ÅwíCassettewĉ½vĀý
Ĉĉÿºĉÿ¾ĉÿwÎ£Ô{Ñ¹ĀÉ Ĉù)

½¹üĉvø¤ÆĊÅ¿vìĉ½vĀýĈÆĊÕwþâùÐĉ¾Ý,-)2ć¾¤ù ĈöĊù
ā¹wæ¤Åv¹ĀÉ ĈùĂí½¹wé¢Åvw£¹ÿº³1¢ÝwÅĀĉºĉÿwz
üÉĀõÿ¿½-/+=/31Ô{Ñºþí

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ



yĉwÞùø¤ÆĊÅćwăVCR

wz¢å¾ÊĊ~ćÁĀõĀþî£¾ă¿ÿ½ćwă ø¤ÆĊÅºĉº«ĂzôĊõ¹ćwă ¢Ċözwé¾£ºþú£½ºéIćwă ø¤ÆĊÅéĈúĉºv½¿v
ā¹½©½w·Ĉùºþĉwúý)

ā¹wæ¤Åv¿vVCRwă¢ĉ¹ÿº´ùĈĉwăv½y«ĀùĈùºÉĂíôùwÉ¹½vĀù¾ĉ¿Ĉùºĉ¹¾ñ5

¡ºùûwù¿¹ÿº´ùÔ{Ñ

¾úÝćwă½vĀýĈĉĀĉºĉÿ

đwzü¤å½¹vºÞ£ćwă½vĀýĈĉĀĉºĉÿÿć½vºĄòý¿vwă ûj

¢ĊÅwÆ³ćwă½vĀýĈÆĊÕwþâùÿûwîùv¿v¢Å¹û¹v¹¡wÝĒÕv

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ



Ă¤Å¹ćºþzø¤ÆĊÅćwă¢ĉ¾ĉºùÿā¾Ċ·»¿wÅ£¾ĉĀÎ

¡vÀĊĄ¬£ā¾Ċ·»¿wÅĈõw¤Ċ¬ĉ¹wĉDVR(Digital Video Recorder)

¡vÀĊĄ¬£ā¾Ċ·»¿wÅĈõw¤Ċ¬ĉ¹¢´£Ăî{ÉwĉNVR(Network Video Recorder)

¡vÀĊĄ¬£ā¾Ċ·»¿wÅ½ÿ¾Åÿ÷¾ý½vÀåvwĉCMS(Central Management System)wĉ
VMS(Video ManagementSystem

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ



¡vÀĊĄ¬£ā¾Ċ·»¿wÅÿ¢ĉ¾ĉºù¾ĉÿwÎ£Ĉõw¤Ċ¬ĉ¹¢´£Ăî{ÉNVR

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

āwò¤Å¹NVR¿v¾Úý½w¤·wÅĈîĉÀĊåºþýwúăDVRā¹ĀzÿwĄþ£ÛĀýÿ¹vºÞ£¡½Ā~ćwăûj¡ÿwæ¤ùĈùºÉwz

āwò¤Å¹ćwăNVRć¹ÿ½ÿ¾ĉÿwÎ£v½ÔÅĀ£¡½Ā~Ăî{É¢åwĉ½¹Ĉùºþþív¼õ½¹¢úÆéĈ¤Ê~ôþ~®Ċă¡½Ā~ć¹ÿ½ÿjïĀõwý
¾ĉĀÎ£¹Ā«ÿ¹½vºý

Ĉ·¾z¿vāwò¤Å¹ćwăNVR¢ĊözwéPoEwĉĂĉ¼â£üĊz½ÿ¹wă¿vèĉ¾Õ¾¤ÆzĂî{Év½ºý½v¹Ăí½¹üĉv¢õw³ºþ¯¡½Ā~î{ÉĂ
½¹ôþ~¢Ê~½v¾éºý½v¹w£¾ă¡½Ā~ìĉüĊz½ÿ¹v½āv½ć¿vºývºĉwúý

½¹üĉvóºù¿vāwò¤Å¹wăìĉ®ĊtĀÅ½¹ô·v¹ìĉNVR

½v¾éā¹v¹āºÉw£āÿĒÝ¾z¹¾îöúÝĂzûvĀþÝìĉā¾Ċ·»
¿wÅ¢ĊözwéÓw{£½vĈă¹Ăî{Év½ÀĊýv½v¹ºÉwz



¡vÀĊĄ¬£ā¾Ċ·»¿wÅÿ¢ĉ¾ĉºù¾ĉÿwÎ£Ĉõw¤Ċ¬ĉ¹NVR

xw¸¤ývāwò¤Å¹NVR5

¹vºÞ£ówýwíć¹ÿ½ÿĂí¾ĉĀÎ£Ăz¡½ĀÍ/I3I4I,1I.-I1/I,-3ÿ-01ówýwí
ĈùºþÉwz

üÉĀõÿ¿½Èĉwúý¾ĉÿwÎ£ôzwéĈýw{Ċ¤Ê~¿vć¹ÿ½ÿĂíwz¹½vºýw¤Åv-I/I0I3ÿ,-
ôÆîĊ~wòùĈùºþÉwz

¹½vºýw¤ÅvćwăûºývĀ·ā¹v¹ćwăā¹¾ÊåāºÉ¾ĉÿwÎ£H.264IH.264+IH.265

ÿH.265+

¹vºÞ£ÿ¢Ċå¾Ù¹½wăìÆĉ¹ôzwéĈýw{Ċ¤Ê~

üÉĀõÿ¿½ā¾Ċ·»ć¿wÅ¾ĉÿwÎ£Ăíwz¹½vºýw¤Åv-I/I0I3ÿ,-ôÆîĊ~wòùĈù
ºþÉwz

v½v¹û¹Āzówê¤ýv¾ĉĀÎ£ć¾zvwĉP2P

¢ĊözwéćwăºþúÉĀă½¹Ç¿v¹¾~¾ĉÿwÎ£ÔÅĀ£āwò¤Å¹

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

v½v¹û¹Āz¢ĊözwéPoE

¢ĊözwéRaidćºþz



¡vÀĊĄ¬£ā¾Ċ·»¿wÅÿ¢ĉ¾ĉºù¾ĉÿwÎ£¾zÃwÅv½ÿ¾Åÿ÷¾ý½vÀåvCMS & VMS

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

V½¹Çÿ½¢ĉ¾ĉºùÿā¾Ċ·»ć¿wÅ¿vìĉ¢¸Å½vÀåvwz¡wÎ¸ÊùĈþåāvĀ¸õ¹$yÅwþ¤ùwzø¬³āÁÿ¾~#ÿìĉ¾ý÷
½vÀåvĂz½ĀÕĂýwñvº«ā¹wæ¤ÅvĈù¹ĀÉ

Vxw¸¤ýv¢¸Å½vÀåvyÅwþ¤ùwzºþ¯½Ā¤íwåºþýwù5¹vºÞ£üĊz½ÿ¹IćwþĄ~ºýwzć¹ÿ½ÿÿĈ«ÿ¾·IÛĀýÆĊÅø¤ā¾Ċ·»
ć¿wÅÿ¢ĉ¹ÿº´ùćwă÷¾ý½vÀåv¡½ĀÍĈù¹¾Ċñ

Vüĉv½w¤·wÅĈ¤ĉ¾ĉºùđĀúÞùĂz¡½ĀÍ½ÿ¾Åÿ¢þĉĒíĈùºþÉwzĈþÞĉìĉ½ÿ¾ÅÄĉÿ¾Åāºþă¹÷¾ýÀåv½v¢Åvÿ
¾£ĀĊ ùwí¾òĉ¹Ăí¢þĉĒíāºĊùwýĈù¹ĀÉÄĉÿ¾Åāºý¾ĊñĈùºÉwz

VĈùwú£Äĉÿ¾Åwă¾zćÿ½¾¤ÆzĂî{É÷w¬ývĈù¹¾ĉ¼~



¡vÀĊĄ¬£ā¾Ċ·»¿wÅÿ¢ĉ¾ĉºù¾ĉÿwÎ£¾zÃwÅv½ÿ¾Åÿ÷¾ý½vÀåvCMS & VMS

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

Vüĉv÷¾ý½vÀåvwăwzÿ¹÷wýVMSÿCMS½¹üĉv¢ÞþÍĂ¤·wþÉĈùºýĀÉ

VVMSäæ¸ùāÁvÿVideo ManagementSystemĈùºÉwzĂíûwúăø¤ÆĊÅ¢ĉ¾ĉºù¾ĉÿwÎ£ĈùºÉwz

VwzĂ«Ā£Ăz÷v¾ñwĉ¹üĊz½ÿ¹wăøĉ¾¤Åv¾ĉÿwÎ£v½Ăzìĉ¾¤Æzë¾¤ÊùĂî{ÉówÅ½vĈùºþþíĂíùwú£Ĉwă½ÿ¾Å½¹
ûjĂî{É½v¾éĂ¤Év¹ÿÄ~¿v¢åwĉ½¹øĉ¾¤Åvwăûjwăv½¾zćÿ½ā¾Ċ·»¿wÅwă¾zÃwÅvìĉ¡wĊöúÝ½wòýÀù½ć

ĀĊÉ½jĈùºþþí

Vûv¾z½wíÀĊý¿vèĉ¾Õ÷¾ý½vÀåvĈîĊåv¾ñ¢þĉĒíăwĂz
üĉvĂî{ÉĈÅ¾¤Å¹Ă¤Év¹ÿwzºĊĉw£¢ĉĀăÅwþÉĈĉw
¹½vÿø¤ÆĊÅāºÉÿ¡wúĊÚþ£ĂÕĀz¾ùÿĈÅ½¾zÎ£¾ĉÿw
v½÷w¬ývĈùºþă¹

V¾ăìĉ¿vćwăºþĉv¾åā¾Ċ·»ć¿wÅI¢ĉ¾ĉºù¾ĉÿwÎ£ÿ
ûv¾z½wíIºĊĉw£¢ĉĀăć¹ÿ½ÿÿ)))ìĉÄĉÿ¾ÅĂ¤æñ
āºÉĂíĈùwú£üĉvÄĉÿ¾Åwă¾zćÿ½ìĉ¢ö~÷¾åý÷¾
ć½vÀåv½v¾é¹½v¹)



¡vÀĊĄ¬£ā¾Ċ·»¿wÅÿ¢ĉ¾ĉºù¾ĉÿwÎ£¾zÃwÅv½ÿ¾Åÿ÷¾ý½vÀåvCMS & VMS

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

V¢ö~÷¾åćwăCMSĂíäæ¸ùCentral ManagementSystemwĉø¤ÆĊÅ¢ĉ¾ĉºùćÀí¾ùĈùºþÉwzºþýwúă
VMSwăĂæĊÙÿ¢ĉ¾ĉºùø¤ÆĊÅv½ĂzāºĄÝºý½v¹wzüĉv¡ÿwæ£ĂíāÿĒÝ¾zø¤ÆĊÅ¡½wÚýć¾ĉĀÎ£ĊÅø¤Æćwă
Ĉ¤Ċþùvć¾òĉ¹ÀĊý½¹üĉv¢ö~÷¾åwăāºýw¬þñāºÉ¢Åv)

Vø¤ÆĊÅćwă¡½wÚýć¾ĉĀÎ£Ió¾¤þí¹¹¾£I
÷ĒÝv¢é¾Åÿèĉ¾³I¢ĉ¾ĉºùðþĊí½w~ÿ)))¹½
½w¤·wÅCMSwă½v¾éºý½v¹)

VĈñÂĉÿüĉvø¤ÆĊÅwă÷wá¹vĈùwú£ø¤ÆĊÅăw
½¹ìĉ¢ö~÷¾åĈùºÉwzĂíćv¾z¢ĉ¾ĉºùjû
wă¾òĉ¹¿wĊýĂz÷¾ýćwă½vÀåväö¤¸ùĈúýÉwzº

VüĊþ°úăºþúÉĀăć¿wÅÿyĊí¾£Ĉùwú£ñÂĉÿĈ
wă½¹üĉvĂ¤Å¹¿vø¤ÆĊÅwăĂzĈ¤³v½¡½ĀÍ
Ĉù¹¾ĉ¼~



¡vÀĊĄ¬£ā¾Ċ·»¿wÅÿ¢ĉ¾ĉºù¾ĉÿwÎ£¾zÃwÅv½ÿ¾Åÿ÷¾ý½vÀåvCMS & VMS

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

VĈñÂĉÿćwăā¹wæ¤Åv¿v÷¾ýwă½vÀåvôùwÉ5

o¢Ċözwéā¹wæ¤Åv¾zćÿ½÷wú£ø¤ÆĊÅôùwÝwă$÷ºÝ¢ĉ¹ÿº´ù¾zćÿ½ìĉø¤ÆĊÅôùwÝËw·#

oĂÞÅĀ£ć¾ĉ¼~ûwÅjø¤ÆĊÅĂzôĊõ¹ôzwé¾ĊĊâ£û¹Āz¢¸Å½vÀåvÿ÷ºÝ¢ĉ¹ÿº´ù½¹÷¾ýwă½vÀåv

oĂzôĊõ¹ā¹wæÅv¿v¢¸Å½vÀåvćwăºþú£½ºéÿ¿wzû¹Āz¢ö~÷¾åćwă÷¾ýć½vÀåv¡½ºé½Ā£Āù
Ā¬¤Æ«¾ñ¾ýwă½vÀåv¢{ÆýĂz¡vÀĊĄ¬£DVRÿNVR½wĊÆz¾£đwzĈùºÉwz

o÷ºÝ¢ĉ¹ÿº´ù½¹ā¾Ċ·»ć¿wÅĂzôĊõ¹¹¾í½wíÿówÅ½v¡wÝĒÕv¾zćÿ½Ăî{Éÿv½v¹û¹Āz
Äĉÿ¾Åwă÷¾ýć½vÀåvºþú£½ºé¢Ą«ā¾Ċ·»ć¿wÅ¡wÝĒÕv

o¿wzû¹Āz¢ö~÷¾åćwă÷¾ýć½vÀåvÿĂÞÅĀ£ÿiwê£½v¢³v½ø¤ÆĊÅćwă÷¾ýć½vÀåv

o¢Ċözwé÷wá¹vÿyĊí¾£üĉºþ¯ø¤ÆĊÅ½¹ìĉ¢ö~÷¾å

o¢Ċözwé¹¾í½wíwzćwăºý¾zäö¤¸ùÿĈýw{Ċ¤Ê~ā¹¾¤Æñ¿v÷¾ýćwă½vÀåvThird party



ĂÆĉwêùćwă½w¤·wÅ¡½wÚýÿ¢ĉ¾ĉºù¾ĉÿwÎ£5

ÿwÎ£ ¢ĉ¾ĉºù ÿ ¿wÅ ā¾Ċ·» ćwă ø¤ÆĊÅ¾ĉ

½vÀåv ÷¾ý NVR DVR ĂÎ¸Êù

đwz ½wĊÆzÔÅĀ¤ù üĊĉw~ ½¹ Ā¬¤Æ« ¡½ºé ¾ĉÿwÎ£

Ĉöz ¾Ċ· ¾Ċ·  ø¤ÆĊÅ ć¾ĉ¼~ ĂÞÅĀ£

²ÖÅđwz Èýv¹ ÔÅĀ¤ù  ā¹wÅ Èýv¹ć¾z½wí ÿ

đwz ½wĊÆz üĊĉw~  üĊĉw~ ½wĊÆz ĂþĉÀă āºÉ ÷wú£

¡vÀĊĄ¬£ ćđwz ¹vºÞ£ÔÅĀ¤ù ¹vºÞ£ ¹vºÞ£ üĊz½ÿ¹ øí āÁÿ¾~ ÃwĊêù

¢ĉ¹ÿº´ù ÷ºÝ¹ÿº´ù ¾Ċ§w£ ûÿºz ºý¾z ÛĀþ£

½wĊÆzā¹wÅ ¹ÿº´ù ½wĊÆz÷w¬ýv ôzwé ¾Ċá Ă¯½w îĉwă ø¤ÆĊÅ ¾òĉ¹ wz ć¿wÅ



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉå¾ÞùĈ·¾z¿v÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£ÿ½w¤·wÅûjwă

½vÀåv ÷¾ý ÈĉvºĊ~

 ówÅ,442v¹wýwí óv¾¤ýĀù ½¹

¢ĊõwÞå ćwă ĂþĊù¿

Video surveillance ,( ć¾ĉĀÎ£ ¡½wÚý ø¤ÆĊÅ

Accesses control -(¹¹¾£ ó¾¤þí ćwă ø¤ÆĊÅ

License plate recognition .(ûvĀ· ëĒ~ ćwă ø¤ÆĊÅ

wă Ĉñºþĉwúý Ĉñ¹¾¤Æñ

 ¿v ÈĊz ćv½v¹3+ ½¹ Ĉñºþĉwúý1 ûwĄ« ā½wé



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉå¾ÞùĈ·¾z¿v÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£ÿ½w¤·wÅûjwă

w£ówÅ-++4üĉvĂÅóÿÁwù÷¾ý½vÀåvĂz½ĀÕĂýwñvº«ÔÅĀ£üĉvĈýw úíĂÑ¾ÝĈùºĉ¹¾ñ

½¹ówÅ-+,+Ĉýw úíGenetec¢Å¹ĂzĈùvºévï½Àzā¹¿ÿ¾ăĂÅ¢ö~÷¾å÷¾ý½vÀåvv½½¹ìĉóĀÆþí½v¾éā¹v¹ÿ¢´£ûvĀþÝ
SecurityCenter¹½vÿ½v¿wz¹Āúý

½¹üĉv¡w~÷¾åºĉº«Ĉùwú£¡wýwîùv¹Ā«ÿĂ¤Év¹ÿwĄþ£wzówÞåć¿wÅ
ÄþÆĉđÓĀz¾ùĂz¾ă¢ö~÷¾åûwîùvā¹wæ¤Åv¿vûjóÿÁwù½¹÷¾ýÀåv½v
øăv¾åĈù¹¹¾ñ

Ĉýw úíGenetec¿v¾ÚýĈñ¹¾¤Æñ½¹Ĉñºþĉwúýÿ¡wùº·Ä~¿vÇÿ¾å
ćv½v¹,04āºþĉwúýĈúÅ½½¹1ā½wéûwĄ«v½v½v¹ĈùºÉwzÿÈĊz¿v,3++
ºþù½wí½¹üĉvĈýw úíóĀâÊùĂz½wíĈùºþÉwz

üĉvĈýw úí½¹ÿ¹½ĀÊív¹wýwíÿĂÆýv¾åćv½v¹Ă{ÞÉĈöÍvĈùºÉwzw£
ºývĀ¤z½¹ôíwĊý¹¡wùº·¹½Āù¿wĊý¹Ā·v½Ătv½vºă¹)



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉ·¾z¿vĈñÂĉÿćwă÷¾ý½vÀåvGenetec

V¹¾í½wí½¹Ăî{Éwăwzôî£ÿ¾~ā¹v¹ćwăĈõwÅ½väö¤¸ù(Multicasting , Unicasting, Broadcasting)

Vćv½v¹¢Ċþùv½¹¾ĉ¿¢·wÅćwă÷¾ý½vÀåvÿ÷ºÝ»Āæýć¾ĉ¼~Ĉ¤³½¹ĂĉđćwăüĊĉw~÷¾ý½vÀåv(HighSecurity)

Vćv½v¹¢Ċþùv½¹¾ĉ¿¢·wÅćwă÷¾ý½vÀåvÿ÷ºÝ»Āæýć¾ĉ¼~
Ĉ¤³½¹ĂĉđćwăüĊĉw~÷¾ý½vÀåv(HighSecurity)

VĂ¤Æăºþú£½ºé÷¾ý½vÀåv½¹ā¾Ċ·»ć¿wÅÿĈzwĉ¿wz¡wÝĒÕvÿ
¢Ý¾ÅÇ¿v¹¾~đwz

Vøăv¾åü¤·wÅā¹wæ¤Åv÷¾ý½vÀåvwzÛvĀýv¢¸Å½vÀåvwăÿ¤ÆĊÅø
ôùwÝwăÿ½¹Ă¬Ċ¤ýĂþĊĄzć¿wÅć¹wÎ¤év½¹ôíø¤ÆĊÅ

Vûwîùvó¹w{£¡wÝĒÕvwz¢ĉwÅćwăäö¤¸ùÿĂzÇÿ½ćwăûĀñwýĀñ
(Federation)

V¿wzû¹Āz¢ö~÷¾å÷¾ý½vÀåv¢Ą«Ăz¿ÿ½ĈýwÅ½½¹üĉ¾¤î¯ĀíĀù¹½v
¹½Āù¿wĊý(Modular)

Vćv½v¹¡wùº·Ĉýw{Ċ¤Ê~Ăz¡½ĀÍ-/¢ÝwÅÔÅĀ£ćwĄÉÿ½äö¤¸ù
½¹÷wú£wĊý¹(SMA)



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉå¾ÞùĈ·¾z¿v÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£ÿ½w¤·wÅûjwă

½vÀåv ÷¾ý ÈĉvºĊ~

 ówÅ,443ë½wúýv¹ ½¹

 ówÅ,444ºĉ¹¾ñ ¹w¬ĉv Ĉ~ ćj ćwă üĊz½ÿ¹ ćv¾z ¾ĉÿwÎ£ ¢ĉ¾ĉºù ¢Ą« û½Ā¤Æöĉwù ć½vÀåv ÷¾ý Ă¸Æý üĊõÿv

 ówÅ-++- Ă¸ÆýXprotect ¾ĉÿwÎ£ ¢ĉ¾ĉºù ½vÀåv ÷¾ý ìĉ ûvĀþÝ ĂzOpen platformºĉ¹¾ñ Ătv½v

 ówÅ-++0 Ă¸Æý üĊõÿvSDK wz Ów{£½v ¢Ą« v½
¹Āúý Ătv½v wă½vÀåv ÷¾ý ¾òĉ¹

 ówÅ-+,. üĊõÿvNVR  ½vÀåv ÷¾ý Ăĉw~ ¾z
 ÷wý Ăz ûĀ¤ÆöĉwùHusky¹Āúý Ătv½v v½

 ówÅ-+-- Ă¸Æý üĊõÿv Ătv½vXprotect Ăz
 ¡½ĀÍForensic Analytic ćÿ½ ¾z

 ćwă āwò¤Å¹Huskyûj wê£½v ÿ

 ówÅ-+-. Ătv½vMilestone Kit  āv½ ìĉ Ăí
 ¹w¬ĉv ¢Ą« ½¹ ½wíVMS ¾¤Æz ćÿ½ ¾zCloud

ºÉwz Ĉù



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ă¸Æýćwă÷¾ý½vÀåvûĀ¤Æöĉwù



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉ·¾z¿vĈñÂĉÿćwă÷¾ý½vÀåvûĀ¤Æöĉwù

ÃwĊêù¾ĉ¼~û¹Āz÷¾ý½vÀåv

ûwîùv¹¾í½wíÿ¢ĉ¾ĉºùÈĊz¿v,.+++üĊz½ÿ¹

ā¹wæ¤ÅvĂþĊĄz¿vÜzwþù¢¸Åć½vÀåv

ûwîùv¢ĉ¾ĉºù¾ĉÿwÎ£ø¤ÆĊÅÿëĒ~ĈývĀ·ÿó¾¤þí¹¹¾£ÔÅĀ£ìĉ¢ö~å÷¾

¢Ċözwéā¹wæ¤Åv¿vĂÊêýćwăüĉĒýjÿ¿vÈĊ~äĉ¾Þ£āºÉ

ćv½v¹÷¾ý½vÀåv¢´£xÿÿôĉwzĀù$ºĉÿ½ºývÿćjÿvÃv#

Ĉýw{Ċ¤Ê~¿v÷¾ýćwă½vÀåvìĊ¤Ċõwýj

Ĉýw{Ċ¤Ê~¿vāwò¤Å¹ćwăPOS



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉå¾ÞùĈ·¾z¿v÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£ÿ½w¤·wÅûjwă

½vÀåv ÷¾ý ÈĉvºĊ~

üĉv¢í¾Éćv½v¹.3¾¤å¹½¹¾Åv¾ÅwĊý¹ĈùºÉwz)

¢í¾ÉûĀÆívI¢åwÅìĉ¢í¾ÉÌÎ¸¤ùĂþĊù¿½¹ºĊõĀ£½vÀåv ÷¾ýüĊz½ÿ¹Ă¤Æz½vºùv¢Å

¾¤å¹ĈöÍvüĉv¢í¾É½¹¾ĄÉĀîÆù½v¾é¹½v¹

÷¾ý½vÀåvûĀÆíj½¹ÿ¹ć¾ÅûĀÆíj¢ÆîýÿûĀÆíj¢îö¤þĉvĂtv½vĈù¹ĀÉ

ć¾Å¢Æîý÷¾ý½vÀåvüĊù½wĄ¯Ă¸Æý÷¾ýć½vÀåvºþúÉĀă¢ÅvĂíĂz
¡½ĀÍOpen PlatformĂtv½vāºÉ¢Åv

¿vĂöú«üĉv¢ĊözwéwăĈùûvĀ£Ăz¹½vĀù¾ĉ¿ā½wÉv¹Āúý5

J½ÿ¾Å ÿ ¾z½wí IüĊz½ÿ¹ ¹vºÞ£ ½¹ ¢ĉ¹ÿº´ù ÷ºÝ

ć½v¹½Ā·¾z¿v¾òöĊö´£ćwăJûwòĉv½

Ĉýw{Ċ¤Ê~¿vĂÊêýćwăGISJ

Ĉýw{Ċ¤Ê~¿vÀþõćwăüĊz½ÿ¹.1+JĂ«½¹

Ă¸Æý¢îö¤þĉvìĉ÷¾æ¤ö~÷¾ý½vÀåvûĀÆíjćv¾z¢ĉ¾ĉºùĒÕv¡wÝ
ÓĀz¾ùĂz¢ĊþùvĈîĉÀĊå$(PSIM)çĀåā¹wÞõvĂ¤å¾ÊĊ~¢ÅvĂíwz
ā¹wæ¤Åv¿vĂĉÀ¬£ÿôĊö´£ĈĉĀĉºĉÿIºþúÉĀăówÎ£vIPĈýwĄ«ÿ
¢ĊözwéćwăûĀĊÅwùĀ£vĈþ¤{ù¾z¹vºĉÿ½wă½¹ìĉÔĊ´ùIº³vÿ¾£yĊí
āºÉ¢Åv)



 ÈĉvºĊ~ ÿ Ă°¸ĉ½w£

Ĉå¾ÞùĈ·¾z¿v÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£ÿ½w¤·wÅûjwă



 ÷¾ý ½¹ Ăî{É ¡wÕw{£½v ÿ ôî£ÿ¾~
wă½vÀåv



ć¾£ĀĊ ùwí ćwă Ăî{É Ĉ£wùºêù øĊăwæù

u Unicast 
UDP/TCP



Çÿ½ćwăÓw{£½vā¹v¹wĉ¢î~½¹Ăî{Éćwăć¾£ĀĊ ùwí

u Multicast

ĂzĂÝĀú¬ù÷wĊ~ĈĉwăĂíāwò¤Å¹wăv½½¹wéĈù¹¿wÅā¹v¹ćwăMulticast IPv½Ăz¾òĉºîĉówÅ½vºþþíIGMPĂ¤æñĈù¹ĀÉ)

IGMPäæ¸ùôî£ÿ¾~¢ĉ¾ĉºùāÿ¾ñĈ¤ý¾¤þĉv¢Åv)

üĉv÷wĊ~wăĂzāwò¤Å¹ćwă¹Ā«Āù½¹Ăî{Éüĉvûwîùvv½Ĉùºă¹w£¹Ā·v½Ăzāÿ¾ñwăĂåwÑvwĉ¿vüĊzºý¾{zI¾ăāÿ¾ñćv½v¹Ã½¹jĈăÿ¾ñĈÍw·¢Åv)

Multicast¹¾îöúÝĂî{ÉwúÉv½ĂþĊĄzĈùºþí)¿vw¬ýjĂíÔêåìĉûwĉ¾«ā¹v¹MulticastówÅ½vĈùI¹ĀÉćwþĄ~ºýwzv½½¹Ăî{ÉwúÉØæ³ĈùºþíÿÈĉvÀåvìĊåv¾£v½¿v
üĊzĈù¹¾z

https://en.wikipedia.org/wiki/Internet_Group_Management_Protocol


Çÿ½ćwăÓw{£½vā¹v¹wĉ¢î~½¹Ăî{Éćwăć¾£ĀĊ ùwí

ÃwÅv¾züĉvIć½ÿwþåìĉIPºývĀ£ ĈùĂzÿ¹wĉºþ¯½ÿ¾ÅËwÎ¤·vI¹ĀÉ ā¹v¹ĂzĈ£½ĀÍĂíĂúăwă½ÿ¾ÅĂz¡½ĀÍ
ûwùÀúă½¹Ăî{ÉôzwéÃ¾¤Å¹ºþÉwz

u Anycast

¢ĉÀùüĉvć½ÿwþå½¹xw¸¤ývüĉ¾¤ĄzI¾ĊÆùĂöĊÅÿ Ăzwă xwĉ¾ĊÆù(Routers)ćv¾zĈÅ¾¤Å¹Ăz½ÿ¾Å¹½Āù¾Úý¢Åv

üĉìĊþî£Ić¿wÅ Ăî{ÉĂzćwă āwò¤Å¹ć¹ºÞ¤ùā¿w«vºă¹ ĈùìĉÃ½¹jIP

ûwÆîĉv½wzøăĂzëv¾¤Évºý½v¼òz)ÃwÅv¾zûwîù¢ÅvĀ·½¹I¾z½wíĉ¾ĊÆùwă xw
ûjv½Ăzüĉ¾£ ìĉ¹Àýāwò¤Å¹½¹Ăî{ÉówÅ½vºþþí Ĉù



Çÿ½ćwăÓw{£½vā¹v¹wĉ¢î~½¹Ăî{Éćwăć¾£ĀĊ ùwí

u Broadcast

½¹üĉv¢õw³¡wÝĒÕvćv¾zĈùwú£¢Åwăwă½¹Ăî{ÉówÅ½vĈù¹ĀÉ



ć¾£ĀĊ ùwí ćwă Ăî{É Ĉ£wùºêù øĊăwæù

Telnet

ĈÝĀýôî£ÿ¾~Ăî{É¢ÅvĂíćv¾zĈÅ¾¤Å¹Ăzćwă¾£ĀĊ ùwíāv½½ÿ¹¿vèĉ¾Õ¢ý¾¤þĉvwĉćwă Ăî{ÉĈö´ù¹wæ¤Åvā¹ĀÉ Ĉù

üĉvôî£ÿ¾~Ăz¾z½wíā¿w«vºă¹ Ĉùw£ûvĀþÝ Ăzìĉ¾z½wíć¿w¬ù½¹¾£ĀĊ ùwíĂz¡½ĀÍ¡Āúĉ½¹½vÿāºÉÿĈ£v½Ā¤Å¹½vĂí
ºăvĀ· Ĉùv¾«vºþíÿwzôùwÝ ø¤ÆĊÅ¾£ĀĊ ùwí¿vāv½½ÿ¹ôùwÞ£Ă¤Év¹ºÉwz)

üĉvôî£ÿ¾~ćv¾zÓw{£½vwzĈĉwă āwò¤Å¹Ăíćv½v¹command-line interfacewĉûwúăÔzv½Ô·ûwù¾å(CLI )ºþ¤ÆăIºþýwù
Iwă¾£ÿ½Iwă ®ĊĉĀÅwă½ÿ¾Åÿćwă āwò¤Å¹IĂî{Éā¹wæ¤Åv¹ĀÉ Ĉù

¢þö£ĂzôĊõ¹ü¤Évºý¢ĊþùvIĈåwíĂz½ĀÕćv ā¹¾¤ÆñÔÅĀ£ćwă ôî£ÿ¾~ć¾£ üùvºþýwùSSH (SecureShell)üĉÀòĉw«āºÉ
¢Åv

¢þö£(Telnet)ĂzûvĀþÝìĉôî£ÿ¾~Ăî{É¿vĂă¹,41+Ûÿ¾ÉĂzĂÞÅĀ£¹¾í

 ¢þö£ ĈÕw{£½v ¡½Ā~-.  ¡½Ā~ ÿ
 ĈÕw{£½vSSH ¹ºÝ--  Ĉù

ºÉwz



ć¾£ĀĊ ùwí ćwă Ăî{É Ĉ£wùºêù øĊăwæù

Command prompt

CMDĂzćwþÞùÔ·ûwù¾å¢Åvÿ½¹ÜévÿìĉĂùwý¾zć½Ā¤Å¹¢ÅvĂíĂzĂöĊÅÿûjĈùûvĀ£¡v½Ā¤Å¹¹½ĀùÚý¾v½
v¾«v¹¾í

½¹ø¤ÆĊÅôùwÝćwăäö¤¸ùÔ·ûwù¾åwĉûwúă¡v½Ā¤Å¹CMD½¹ìĉÔzv½ć¾z½wíĈþ¤ùĈĉv¾«vºýĀÉ Ĉù



 ¡½wÚý ćwă½vÀåv ÷¾ý ½w¤·wÅ
ć¾ĉĀÎ£



÷¾ý½w¤·wÅćwă½vÀåv¡½wÚýć¾ĉĀÎ£

½ÿ¾ÅćwăĈ¤ĉ¾ĉºù

Ă¤ÆăĈöÍv÷¾ýwă½vÀåvv½ôĊîÊ£Ĉùºþă¹ÿ¾zÃwÅvÛĀýø¤ÆĊÅćv½v¹Äĉÿ¾Åāºþă¹ćwăć½wĊÆz½¹¢Ą«¢ĉ¾ĉºùÿ¢Ùwæ³ĈùþÉwzº
Ĉ·¾z¿vüĉvÄĉÿ¾ÅwăôùwÉ5¢ĉ¾ĉºùÄþÆĉđwăI¢ĉ¾ĉºùûv¾z½wíÿ±ĀÖÅĈÅ¾¤Å¹ûjwăI¢ĉ¾ĉºùÿĀĊÉ½jćºþz¾ĉÿwÎ£IúĊÚþ£¡w

Ĉú¤ÆĊÅI¢ĉ¾ĉºùāwòĉw~ćwăā¹v¹ÿ)))

½ÿ¾Åćwă½v¼ñ½wí

¢ĊõĀuÆù¡wÕw{£½v½ÿ¾ÅĈöÍvÿIwĄõÿÁwù¢ĉ¾ĉºùā¾Ċ·»ć¿wÅÿÀĊý¢ĉ¾ĉºùćwĄù½đjÓĀz¾ùĂzĂĊöíDevicewă¿vôĊ{éüĊz½ÿ¹wăv½¾zāºĄÝ
¹½v¹

Ĉöí½ĀÖzäĉwÙÿüĉvÈ¸z¿vø¤ÆĊÅĂz±¾É¾ĉ¿ĈùºÉwz5ā¾Ċ·»ć¿wÅā¹v¹ćwăIć¾ĉĀÎ£Ĉ£ĀÍÿÀĊýw¤ùw¤ĉ¹ÿÀĊýĈzwĉ¿wzüĉvā¹v¹ćwă¿vwĄþĊz½ÿ¹
I¹w¬ĉvûwîùvĈÅ¾¤Å¹Ăz¾ĉÿwÎ£āºý¿ÿā¾Ċ·»ć¿wÅāºÉI¹w¬ĉvûwîùvĈÅ¾¤Å¹ÿÈĉwúý¢ĊÞÑÿ¢¸ÅĈĉwă½vÀåv¿vôĊ{éüĊz½ÿ¹I¢ĉ¾ĉºùwĄù½đj

¢þĉĒíwĉÄĉÿ¾Åāºý¾Ċñ

¢þĉĒíwăĂzûvĀþÝā¹wæ¤ÅvāºþþíĈĉwĄýø¤ÆĊÅĂ¤·wþÉĈùºýĀÉ)ĂÖêýĈ«ÿ¾·ĂĊöíÄĉÿ¾ÅIwă¡wÝĒÕvÿĂÖêýĈÕw{£½v¾z½wíĉwĄýĈwzIø¤ÆĊÅ
¢þĉĒíĈùºÉwz)

Ăz½ĀÕĈöí½w¤·wÅ½ÿ¾Åÿ÷¾ý½vÀåvĂzüĉv¡½ĀÍĈùºÉwzĂí½ÿ¾ÅwăÄĉÿ¾Åā¹v¹ÿºþýwúăĂíº³vÿMasterôúÝĈùºþþíÿ¢þĉĒíwă
Äĉÿ¾Å¢åwĉ½¹ā¹¾íÿĂzûvĀþÝìĉSlaveôúÝĈùºþĉwúý



½vÀåv ÷¾ý ćwă Ăĉđ

 ½vÀåv ÷¾ý ÷¾å ¢ö~ ½w¤·wÅ

Ă¤ÆăĈöÍv÷¾ý½vÀåvĂíĂ¯½w îĉć¿wÅø¤ÆĊÅ¡½wÚýĀÎ£¾ĉI
ó¾¤þí¹¹¾£ÿëĒ~ĈývĀ·½¹ûj½v¾é¹½v¹

¢ö~÷¾å÷¾ýć½vÀåv¢Ą«÷wá¹vĈ·¾z÷¾ý½vÀåvwăwz
÷¾ý½vÀåvGenetec

 ÿ wă üĊz½ÿ¹ ôĊ{é ¿v ć½vÀåv ¢¸Å Ăĉđ)))

ć¿wÅ Ă¯½w îĉ ¢Ą« ć½vÀåv ÷¾ý Ăĉđ



½vÀåv ÷¾ý ćwă óÿ½ ĈÅ½¾z

Default Server Roles

Role K¢ÆĊ¯

ºÉwz Ĉù v½v¹ ½vÀåv ÷¾ý ½¹ v½ ¹¾å Ăz ¾Î´þù ¹¾îöúÝ ìĉ ÷w¬ýv ĂæĊÙÿ Ăí ¢Åv ć½vÀåv ÷¾ý óÿÁwù ìĉ

Role½vÀåv ÷¾ý ½¹ Ï¾å ÈĊ~ ćwă

Ĉù v½v¹ v½ ²ÖÅ üĉ¾£ đwz óÿ½ üĉv
ºÉwz )ĈöÍv ½ÿ¾Å óÿ½ üĉv ÔÅĀ£

¹ĀÉ Ĉù ā¹v¹ ÌĊ¸Ê£) äĉwÙÿ ¿v
 Ăz ûvĀ£ Ĉù óÿ½ üĉv 5 ¢ĉ¾ĉºù

  Ów{£½v ÿ ĈÅ¾¤Å¹ I ÄþÆĉđ
 ÿ wă ¢þĉĒí )))¹Āúý ā½wÉv)

 ¡½wÚý ø¤ÆĊÅ ćv¾z óÿ½ üĉv
¹ÿ½ Ĉù ½wí Ăz ć¾ĉĀÎ£ )ÿ½ üĉv ó

 ćºþz ¾îĊ~ ÿ ûwù¾å ¢Ą«
Ĉù ½v¾é ā¹wæ¤Åv ¹½Āù wă üĊz½ÿ¹

¹¾Ċñ)

  ø¤ÆĊÅ ćv¾z ÀĊý óÿ½ üĉv
é ā¹wæ¤Åv ¹½Āù ¾ĉĀÎ£ ¡½wÚý  ½v¾

¹¾Ċñ Ĉù )  ¾ĊÆù ìĉ óÿ½ üĉv
 ówÅ½v ćv¾zStream vºÍ ćwă

¬ĉv ºÎêù Ăz vº{ù ¿v ¾ĉĀÎ£ ÿ ¹w
ºþîĊù)



Additional Server Roles

é

ÜĊú¬£ óÿ½
¾òĉºîĉ wz ø¤ÆĊÅ ºþ¯Ĉîúí ĀĊÉ½j óÿ½Ĉ«½w· ćwă üĊñĒ~ óÿ½

½vÀåv ÷¾ý ćwă óÿ½ ĈÅ½¾z

½vÀåv ÷¾ý ½¹ wă óÿ½ ¹¾îöúÝ ½w¤·wÅ



 ÷ĀĄæùMedia Routing

Media Routerìĉóÿ½½¹÷¾ý½vÀåvSecurity

CenterĈùºÉwzĂíĂæĊÙÿûjÌ¸Êùü¤·wÅþĊĄzĂ
üĉ¾£¾ĊÆùRoutećv¾zówÅ½vStream¿vvº{ùĂí

Archiverā¹ĀzĂzºÎêùĂí¢þĉĒíwăĈùºÉwz

Media Routerćv¾z¹¾îöúÝ¾¤Ązóÿ½Ăî{Éwĉ
Network½¹÷¾ý½vÀåvv½½¹¾ÚýĈù¹¾Ċñ

È¸zNetwork viewäĊÍĀ£āºþþíĈĉwývĀ£ćwă
ûÿ½¹Ăî{Éćv÷¾ý½vÀåvćv¾zĈzwĉ¾ĊÆùüĊzî{ÉĂwăÿ

ćwă½ÿ¾Å½¹Ã¾¤Å¹ĈùºþÉwz

Ĉ¤éÿĂí¿wĊýĂzRedirectorĈùºÉwzIMedia RouterĂzRedirector AgentyÅwþù¾zćÿ½½ÿ¾Åûwù¾åówÅ½v¢î~ĀtºĉÿĂzìĉ
Ã½¹jćjĈ~Ì¸Êù½¹ºÎêùÔÅĀ£ìĉôî£ÿ¾~ĈÕw{£½vÌ¸ÊùºþýwùTCP/UDP/Mulv½Ĉùºă¹



 ÷ĀĄæùMedia Routing

ArchivewăwăĀtºĉÿv½¿vüĊz½ÿ¹¢åwĉ½¹Ĉùºþþí

¾ăóÿ½Archiverćv½v¹ìĉRedirectorĈùºÉwz

RedirectorwăĈ£v½Ā¤Å¹v½¿vMediaRouter

¢åwĉ½¹ĈùºþþíĂíĂzwĄýj½Ā¤Å¹Ĉùºă¹w£Stream

ćwăĈĉĀtºĉÿv½ĂzćwăºÎêùĈÍw·ówÅ½vºþþí)

MediaRouterđĀúÞù½¹½ÿ¾ÅĈöÍv¢åwĉĈù¹ĀÉ

MediaRouterìĉóÿ½wĉÄĉÿ¾Å÷¾ýć½vÀåvĈùºÉwz

óÿ½Media RouterÌ¸ÊùāºþþíĂþĊĄzüĉ¾£¾ĊÆù
ćv¾zówÅ½vStream¿vvº{ùĂíArchiverā¹ĀzĂzºÎêù
Ăí¢þĉĒíĈùºÉwz



 ÷ĀĄæùMedia Routing

½¹Ăî{ÉĈĉwăĂí¿v¢ĊözwéMulticastā¹wæ¤ÅvĈù
ºþþíRedirectionćv¾zVideo¿wĊýĈúýºÉwzĂí

StreamćwăüĊz½ÿ¹v½Ăz¡½ĀÍMulticastówÅ½v
ºþþí

½¹üĉvĀĉ½wþÅüĊz½ÿ¹ºĊõĀ£ā¹v¹¾zÃwÅv¾¤Æz
MulticastĂ¤Év¹ÿ÷¾ý½vÀåv¢þĉĒíĂzāÿ¾ñ

MulticastĂ¤ÅĀĊ~Ĉù¹ĀÉ½¹Ĉõw³ĂíArchiver

ćv¾zÔ{Ñ¾ĉÿwÎ£¿vāÿ¾ñMulticastā¹wæ¤ÅvĈùºþí



 ÷ĀĄæùMedia Routing

Redirector

ćºþĉj¾åĂíĈÕûjìĉStreamĈĉĀtºĉÿĂí¿vìĉüĊz½ÿ¹wÊþùĈùI¹¾ĊñÔÅĀ£ìĉ½ÿ¾ÅĂzìĉºÎêù¢ĉvºăĈù¹ĀÉ

MđĀúÞùüĉvºÎêùìĉwĉºþ¯¢þĉĒíºăvĀ·¹Āz

Redirector½¹ÜévÿìĉAgent÷¾ýć½vÀåvĈùºÉwzĂíÌ¸Êùāºþþí¾ĊÆù¡wÝĒÕvStreamwăĈùºÉwz

AgentwăĂzûvĀþÝôùwÝćwă÷¾ýć½vÀåvĂ¤·wþÉĈùºýĀÉÿĂÎĊÎ·ćwăObjectv½ºý½v¹



 ÷ĀĄæùMedia Routing

½¹üĉvĀĉ½wþÅ¹Ā«ÿRedirectorĈùvÀõvĈùºÉwz)½¹
üĉv¢õw³Ăî{ÉMulticastv½Ĉýw{Ċ¤Ê~ĈùºþíĈõÿ

üĊz½ÿ¹ÔÅĀ£ôî£ÿ¾~Unicast¡wÝĒÕvówÅ½vĈùºþí

ówÅ½vStream¾zĂĉw~Ów{£½vUnicastĂzArchiver

ºÉw{ĊùÿArchiver½¹¡½ĀÍ¿wĊý¹½Āí½÷w¬ývā¹v¹ÿ
Streamv½ôê¤þùĂzRedirectorºăvĀ·¹¾í

Ä ÅRedirectorćvĀ¤´ùStreamv½Ăz¡½ĀÍ
MulticastĂz¢þĉĒíwăówÅ½vĈùºþí



 ÷ĀĄæùMedia Routing

½¹üĉvĀĉ½wþÅ®Ċăôî£ÿ¾~Multicast½¹Ăî{É¹Ā«ÿ¹½vºýÿ÷wú£Streamwăºĉwz¾ĊÆùĈă¹ºýĀÉÿ¿vôî£ÿ¾~Unicastćv¾zówÅ½vĂz¾ă
¢þĉĒíā¹wæ¤Åvºþþí

Ĉùwú£¡wÕw{£½vÿ¡wúĊÚþ£Redirector½¹óÿ½Media Routerā¹ĀzÿwúĊê¤Æù¾Ċ§w£ĂzĈĉvÀÅ½¹È¸zNetwork÷¾ý½vÀåv¹½v¹



 ÷ĀĄæùMedia Routing

Media Router Redirector

The Media Router is a server role The Redirector is an agent

A Security Center system can only have 

one Media Router

A Security Center system can have as 

many Redirectors as needed

The Media Router is usually found on 

the Main Server (hosting the Directory

role)

The Redirectors are usually found on 

Archivers.

The Media Router is the òbrainsó of 

the network topology

The Redirectors are the òmuscleó that 

actually move video packets from one 

place to another.

The Media Router gets its 

òintelligenceó from your Network view 

design/configuration

The Redirector is a òdumbó agent who 

simply does what itõs told by itsboss, 

the Media Router.



 ¡vÀĊĄ¬£ ¡w{Åw´ù ÿ xw¸¤ýv
ć½vÀåv ¢¸Å



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

ø¤ÆĊÅ ¿v ¡wÝĒÕv Ĉ·¾z û¹¾í Üú« Ăz ¿wĊý ¢þĉĒí ÿ ½ÿ¾Å ćv¾z ¿wĊý ¹½Āù ½vÀåv ¢¸Å ÛĀý ÿ ½w¤·wÅ ü¤·wÅ Ì´Êù ćv¾zºÉwz Ĉù

ºÉwz Ĉù ¾ĉ¿ ¹½vĀù ôùwÉ ¡wÝĒÕv üĉv5

,(wă ûj ćwă ½ÿ¾Å ¹vºÞ£ ü¤·wÅ Ì¸Êù ÿ wă½ÿ¾Å Ăz ÓĀz¾ù ¡wÝĒÕv5
wă ûj üÉĀõÿ¿½ āv¾úă Ăz wă üĊz½ÿ¹ ¹vºÞ£

 ć½v¹¾z ¾ĉĀÎ£ ćwă øĉ¾å ½vºêù
¾Ċ· wĉ ¢í¾³ ćÿ½ ¾z ć¾Ċñ½v¾é

¢í¾³ wĉ øtv¹ ¡½ĀÍ Ăz ć¿wÅ ā¾Ċ·» Çÿ½
ć¿wÅ ā¹¾Êå ÛĀý

ć¿wÅ ā¾Ċ·» ø¬³ ÿ ºýwz ćwþĄ~ ½vºêù ¢Æĉwz Ĉù Ĉöí ½ĀÕ Ăz
¹¹¾ñ Ă{Åw´ù ĂÕĀz¾ù ćwă½vÀåv ÷¾ý ÔÅĀ£ Ĉå¾Îù

-(wă ćºþù¿wĊý øúĊþĊù ÃwÅv¾z wă ¢þĉĒí Ăz ÓĀz¾ù ¡wÝĒÕv ć½ÿj Üú«5
¢þĉĒí ìĉ ćÿ½ ¾z Èĉwúý ôzwé üĊz½ÿ¹ ¹vºÞ£

  ć¿wÅ ā¹¾Êå ¢ù¾å ÛĀý
wă øĉ¾å ¹vºÞ£ ÿ ¾ĉÿwÎ£ ¢ĊæĊí

¢þĉĒí Ăz ôÎ¤ù ćwă½Ā¤Ċýwù ¹vºÞ£
K¹¾ĉ¼~ Ĉù ÷w¬ýv È¸~¿wz ½¹ ĈýwùÀúă

.(¢·wÅ¾ĉ¿ ÿ Ăî{É Ăz ÓĀz¾ù ¡wÝĒÕv ć½ÿj Üú«5
¿wĊý ¹½Āù ºýwz ćwþĄ~ ½vºêù

¹½v¹ ¹Ā«ÿ Ăî{É ½¹ āºþă¹ ĂÞÅĀ£ ćwă ôî£ÿ¾~
wă ®ĊtĀÅ ĈÕw{£½v ¢Ý¾Å

 ¹Ā«ÿVLAN IFirewall INAT



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

øĊývºz v½ ûj ¡w³ĒÖÍv ÿ wă¾¤ùv½w~  Ĉ·¾z ¢Æĉwz Ĉù wă½ÿ¾Å ½vÀåv ¢¸Å ü¤·wÅ Ì¸Êù ćv¾z )ºþÉwz Ĉù ¾ĉ¿ ¹½vĀù ôùwÉ wă¾¤ùv½w~ üĉv5

,(Ĉýw{Ċ¤Ê~ ¹½Āù āºý¿v¹¾~ ¹vºÞ£

-(āºý¿v¹¾~ ¾ă ½¹ ¿wĊý ¹½Āù ½Āí ¹vºÞ£

ĈöÍvüĉ¾£º³vÿ½¹ìĉ¾£ĀĊ ùwíĈùºÉwzĂíĂĊöí¡wĊöúÝćwăĈêÖþùÿĈÑwĉ½ÿ½ÿºÍûwù¾åĂzº³vÿćwăäö¤¸ùv½āºĄÝ½v¹ĈùwzºÉ)

āºý¿v¹¾~ćwăćv½v¹ć½wúÞùćwăĈæö¤¸ùĈùºþÉwz

¾zÃwÅvćºþù¿wĊý¡½ºéÇ¿v¹¾~¹vºÞ£ûjwă¡ÿwæ¤ùºăvĀ·¹Āz

ôÆýćwăĈ£ÿwæ¤ù¿vāºý¿v¹¾~wă¹Ā«ÿºý½v¹ĂíĈùûvĀ£ĂzCore i3, i5, i7, i9,Xeon

CorewĉĂ¤ÆăĈÅĈ~IĀĉćv āºý¿v¹¾~¾¤î¯Āí½¹ô·v¹āºý¿v¹¾~ÍvĈö
¢Åv)
½¹Üévÿ¾ăCoreĂzĈĉwĄþ£ìĉāºý¿v¹¾~ôùwí¢Åv

üĉv¾zwþz¾ñvwúÉìĉāºý¿v¹¾~Dual CoreĂ¤Év¹IºĊÉwzāºý¿v¹¾~
wúÉ¿vÿ¹āºý¿v¹¾~Àĉ½ôĊîÊ£āºÉ¢Åv

Ăz½ĀÕów¨ù¹vºÞ£Ă¤Æăćwăcore i7üĊz-w£3Ă¤Æă¢Åv)core i5

üĊz-w£1Ă¤Æă¹½v¹ÿCore i3Ă¤ÆzĂzôÆýĈÅĈ~IĀĉ-wĉ/Ă¤Æă
¹½v¹)

Core ÷wý wz wă ¾£Ā ùwí āºý¿v¹¾~ ½¹ Ă¤Æă wĉThread  Ă¤·wþÉ
ºÉwz Ĉù ãÿ¾Þù ĈÉ¿v¹¾~ Ă¤Æă Ăz Ăí ¹ĀÉ Ĉù)



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

.(āºý¿v¹¾~ ¹¾îöúÝ ½¹ ëĒí ¢Ý¾Å/( wĉ āºý¿v¹¾~ ½¹ ûwĄý ĂÚåw³ ûvÀĊùCache

ëĒíwĉ¢Ý¾Å¢ÝwÅ½¹CPUāºþă¹ ûwÊý¹vºÞ£ôîĊÅÇ¿v¹¾~
CPU½¹¾ăĂĊýw§¢Åv

½¹Üévÿ¾ñvÄýwí¾åć½wíìĉCPU 2À£¾ăwòĊñºÉwzĂzüĉv
¢ÅwþÞùĂíüĉvāºý¿v¹¾~½¹¾ăĂĊýw§-ûĀĊöĊù½wíĈÉ¿v¹¾~v½Ĉù
ºývĀ£÷w¬ývºă¹

ĂÚåw³ûwĄþ~ćv ĂÚåw³Üĉ¾Åûÿ½¹āºý¿v¹¾~ćÀí¾ù¢ÅvĂí¢Ą«
Ăå¾ÍĈĉĀ«½¹ûwù¿ĂÞ«v¾ùĂzĂÚåw³ĈöÍv½wîz¹ÿ½ Ĉù

Ĉýwù¿Ăí¢ÅvĀ·½¹ĈÉ¿v¹¾~ôùwÉĈĉwă ā¹v¹ºÉwzĂí½¹ĂÚåw³Ąýûw
ā¾Ċ·»āºÉIºývćwă ā¹v¹Ĉ¤ÅvĀ·½¹Ăz¢Ý¾ÅĂziÀ«¢ÅvĀ·½¹
āºþă¹ôĉĀ´£ā¹v¹¹ĀÉ Ĉù

üĉvº³vÿ¾Ċ§w£ôzwéĈĄ«Ā£½¹¢Ý¾Åÿ¹¾îöúÝwă  āºý¿v¹¾~¹½v¹

┘҈Ʉʁ┘ɻɭʯɲɂɬɱ̋Xeon

 ā¹vĀýw· ºþýwúă wă āºý¿v¹¾~ ¿v Ă¤Å¹ üĉvCore ć¾¤ÊĊz ûwĄý ĂÚåw³ ¿v Ăí ¡ÿwæ£ üĉv wz ºþÉwz Ĉù wă
ºý½v¹ Ăýwñvº« ûwĄý ĂÚåw³ ìĉ ¹Ā· wĉ ÿ ā¹¾í ā¹wæ¤Åv Ç¿v¹¾~ ¢Ą«)

¾£ đwz ć½wí Äýwí¾å ÿ ¾¤ÊĊz Ç¿v¹¾~ ¢Ý¾Å

Ăí ºÉwz Ĉù ćv ĂýĀñ Ăz wă āºý¿v¹¾~ üĉv ½w¤·wÅ Ĉõÿ ¹ĀÉ Ĉù ¾¤ÊĊz ¡wæö£ ¦Ýwz Äýwí¾å ü¤å½ ¾£ đwz
ºþÉwz Ĉù v½v¹ v½ ć¾£ üĊĉw~ ¡wæö£

¾¤ÊĊz ûwĄý ĂÚåw³ ø¬³ û¹Āz v½v¹



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

GPU(Graphic Process Unit)

ćº³vÿ½¹È¸z¢¸Åćwă½vÀåvĈîĊåv¾ñĈùºÉwzĂíĂæĊÙÿÈĉwúý¾ĉÿwÎ£¹w¬ĉvāºÉ½¹Ĉ«ÿ¾·¹Ā·v½v½v¹ĈùÉwzº

GPU¡w{Åw´ùć½v¾î£v½½ĀÕ Ăzûwù¿ øă÷w¬ývI¹v¹ ĈùĂí Ĉõw³½¹ĂĊêzwý¾zĂù
ûwþ°úăćÿ½CPUv¾«vºÉ Ĉù)

GPU¾£ Üĉ¾Å¿v¢Ý¾ÅCPU¢Åvÿ¾zûvĀ£Ĉ£wĊöúÝđwzºĊím£¹½v¹

CPU¢{ÆýĂzGPUĂÚåw³ć¾¤ÊĊzã¾Îùºþí ĈùwĉĂzĂÚåw³¿wĊý¹½v¹)

CPUćv¾zÇ¿v¹¾~¡v½Ā¤Å¹ówĉ¾ÅyÅwþù¢Åv)

ów³ üĉvwzIćwă ¡ÿwæ£ĈúĄùüĊzüĉvÿ¹¹Ā«ÿ¹½v¹)¡ÿwæ£ĈöÍvüĉv¢ÅvíĂ
GPUìĉº³vÿËw·½¹ìĉ¡½wíìĊåv¾ñ¢Åv)GPUćÀĊ¯¢ÅvĂí
Ç¿v¹¾~ĈÞévÿ¾ĉĀÎ£ÿìĊåv¾ñv½÷w¬ývºă¹ Ĉù)¡½wíìĊåv¾ñćÀĊ¯Åv¢
Ăí¾ĉÿwÎ£v½Ăzº³vÿÈĉwúýºă¹ Ĉù)

GPUÿ¡½wíìĊåv¾ñÿ¹Ĉ³ĒÖÍvºþ¤ÆăĂíĈăwñ¡wéÿvćw« Ăzøăæ¤Åvā¹w
ºýĀÉ Ĉù)



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

ìĉ Ăz wă½vÀåv ÷¾ý ćwă ¢ĉ¹ÿº´ù üĊþ°úă ÿ āºùj ¢Å¹ Ăz ¡wÝĒÕv ÃwÅv ¾z ºĉwz ¢þĉĒí ÿ ½ÿ¾Å ìĉ ½¹ Ĉþå ¡wÎ¸Êù ûºÉ Ì¸Êù ćv¾z
øĊþí vºĊ~ ĈÅ¾¤Å¹ ĂþĊĄz ½vÀåv ¢¸Å

í ÿ ½ÿ¾Å Ĉþå ¡wÎ¸Êù ć¿wÅ ¹ÿº´ù ÃwÅv ¾z üĊþ°úă ÿ ¹¹¾ñ Ĉí ÷ĒÝv ½vÀåv ÷¾ý āºþþí ºĊõĀ£ Ĉýw úí ÔÅĀ£ ć½vÀåv ÷¾ý ćwă ¢ĉ¹ÿº´ù v½ ¢þĉĒ
¹¿wÅ Ĉù Ì¸Êù

 ½vÀåv ÷¾ý ½¹ ów¨ù ½ĀÕ ĂzGenetec ÿ¹ ¹¾í½wí Ăz Ă«Ā£ wzRole ćwă ÷wý wzArchiver ÿDirectory  ÷vºí ¾ă I ºý½v¹ ½v¾é ĈöÍv Ă¤Å¹ ½¹ Ăí
 üĉv ¿v ¹vºÞ£ Ă¯ Ăí ÛĀÑĀù üĉv ÃwÅv ¾z ÿ ā¹¾í ¾Ċñ½¹ v½ ć½vÀåv ¢¸Å Üzwþù ¿v ć½vºêùRole Ĉù ½v¾é ½vÀåv ¢¸Å ćÿ½ ¾z Äĉÿ¾Å ¡½ĀÍ Ăz wă

¹¹¾ñ Ĉù Ì¸Êù ºýwz ćwþĄ~ µ¾ý ºý¾Ċñ

If the Directory and Archiver role are running on the same server, do not exceed 100 

cameras or 200mbps.

If a system contains more than 300 cameras, the Directory Role must be installed on a 

standalone machine.

Limitations of MS SQL Express Edition

ÁSupports 1 Processor

ÁUp to 1 GB of Memory

ÁMaximum Database Size : 4 GB  for SQL Express 2005, 10 GB for 

SQL Express 2008 R2

ÁA database can reach 4 GB on a 120 camera Archiver with 60 

days of storage



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

Minimum

IntelÈ CoreÊ 2 Duo E6850 3.0 GHz or better

4 GB of RAM or better

80 GB hard drive for OS and Security Center applications

100/1000 Mbps Ethernet network interface card

Standard SVGA video card3

Recommended

Quad Core IntelÈ XeonÈ E5640 2.66 GHz or better

16 GB of RAM or better

64-bit operating system

80 GB SATA II hard drive or better for OS and Security Center 

applications

GbEnetwork interface card

Standard SVGA video card3

Directory &  

Archiver

Standalone 

Archiver

Directory & Access 

Manager

Standalone Access 

Manager

Directory, 

Archiver, Access 

Manager

50 cams or

50 Mbs

75 cams or

75 Mbs

150 readers

10,000 CHõs

150 readers

10,000 CHõs

50 cams or

50 Mbs

64 reader

5,000 CHõs

100 cams or

200 Mbs

300 cams or

300 Mbs

300 readers

Unrestricted 

CHõs

425 readers

Unrestricted 

CHõs

100 cams or

200 Mbs

200 readers

40,000 CHõs

½ÿ¾Å½vÀåv ÷¾ý āºþþí ºĊõĀ£ Ĉýw úí ÃwÅv ¾z ¿wĊý ¹½Āù ć½vÀåv ¢¸Å ¡wÎ¸Êù



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

High performance 

standalone archiver

BCDVideoBCD380V8 Enterprise Video Recording Server4

Dual IntelÈ XeonÈ E5-2430L V2 @ 2.4 GHz

16 GB of RAM

MicrosoftÈ Windows Server 2012 R2 Standard Edition 64-bit

IntelÈ I350 Quad-Port Gigabit 330i Network Interface Card

Smart Array P430 RAID controller with 4096 Mb Cache Size Module

2 SAS 10K RPM hard drives in RAID1 configuration for OS 

and Security

Center applications

8 or more SAS 7200 RPM hard drives in RAID5 

configuration for video

recording

Directory &  

Archiver

Standalone Archiver Directory & Access 

Manager

Standalone Access 

Manager

Directory, 

Archiver, Access 

Manager

100 cams or

200 Mbs

500 cams or

500 Mbs

+ 200 Mbs

redirection

300 readers

Unrestricted 

CHõs

425 readers

Unrestricted 

CHõs

100 cams or

200 Mbs

200 readers

40,000 CHõs

½ÿ¾Å ćv¾z ½vÀåv ÷¾ý āºþþí ºĊõĀ£ Ĉýw úí ÃwÅv ¾z ¿wĊý ¹½Āù ć½vÀåv ¢¸Å ¡wÎ¸Êù



¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

Minimum

IntelÈ CoreÊ 2 X6800 @ 2.93 GHz

2 GB of RAM or better

80 GB hard drive for OS and Security Center applications

256 MB PCI-Express x16 video card

1280 x 1024 or higher screen resolution

100/ 1000 Mbps Ethernet network interface card

Recommended

4th Generation IntelÈ CoreÊ i7-4770 or better

8 GB of RAM or better

64-bit operating system

120 GB Solid State Drive for OS and Security Center applications

GbEnetwork interface card

NVIDIA® QUADRO K620 2 GB video card

CIF

352 x 240

500 Kbps

VGA

640 x 480

1500 Kbps

HD

1280 x 

720

3500 Kbps

Full HD

1920 x 

1080

6000 Kbps

Ultra HD

3840 x 

2160

10 mbps

H
.2

6
4

@
 3

0
 F

P
S

32
cameras

9
cameras

6
cameras

4
cameras

0
cameras

64
cameras

48
cameras

15
cameras

8
cameras

2
cameras

High performance

4th Generation IntelÈ CoreÊ i7-4770 or better

16 GB of RAM or better

64-bit operating system

240 GB Solid State Drive for OS and Security Center applications

GbEnetwork interface card

2 x NVIDIA® GeForce GTX970 - 4GB video card

CIF

352 x 240

500 Kbps

VGA

640 x 480

1500 Kbps

HD

1280 x 

720

3500 Kbps

Full HD

1920 x 

1080

6000 Kbps

Ultra HD

3840 x 

2160

10 mbps

H
.2

6
4

@
 3

0
 F

P
S90

cameras

60
cameras

40
cameras

30
cameras

8
cameras

  ¢¸Å ¡wÎ¸Êù
¾z ¿wĊý ¹½Āù ć½vÀåv
õĀ£ Ĉýw úí ÃwÅv  ºĊ
  ½vÀåv ÷¾ý āºþþí
¢þĉĒí ćv¾z



ÈĊ~ćwă¿wĊýyÎý÷¾ýwă½vÀåv

ÈĊ~¿vyÎý÷¾ýć½vÀåvÿówÞåć¿wÅÄþÆĉđwăºĉwzĈ£wîýv½¢ĉwÝ½ā¹¾íw£¿vyĊÅj¹½vÿûºÉĂz÷¾ý½vÀåvwĉÄþÆĉđwăć¾ĊñĀö«¹ĀÉ

ĈÅ½¾zćwă½Ā¤îýwíĂî{Éÿ¡đwÎ£vûjwă5Ĉ·¾z¿vówÞåć¿wÅÄþÆĉđwăĂz¡½ĀÍüĉĒýj¡½ĀÍĈù¹¾ĊñĂzúăüĊôĊõ¹
ówÎ£v¢ý¾¤þĉvÿĂî{ÉøĄùĈùºÉwz

ĈÅ½¾zóvÿ¾ĉwå5óvÿ¾ĉwåwă¾zćÿ½ø¤ÆĊÅôùwÝwăûwîùv¹ÿºÆùć¿wÅÿ¾ĊáówÞåû¹¾íĈ·¾z¡½Ā~wăwĉĈ¤³¹Ā·¾ý÷
½vÀåvv½Ăz÷wòþăyÎý½¹¢Ą«đwzû¹¾z¢Ċþùvø¤ÆĊÅv½v¹ĈùºþÉwz

²ÖÅĈÅ¾¤Å¹ûv¾z½wí5wú¤³½¹¡wúĊÚþ£ûvÀĊùĈÅ¾¤Å¹¾z½wí¢Ą«yÎý÷¾ý½vÀåv½¹üĉ¾£đwz¢õw³ºÉwz

yÎý÷¾ýćwă½vÀåvĈ{ýw«5ô{é¿vyÎý÷¾ý½vÀåv¢ĉ¾ĉºù¾ĉÿwÎ£¿wĊýĂzāv½ć¿vºýv÷¾ýćwă½vÀåvĈ{ýw«ĈùºÉwzĂíºĉwz¿vô{é
yÎýºý¹¾ñ

÷ºÝć¾Ċñ½v¾é½¹¢õw³üĊùÿ¹5ćwă½ÿ¾ÅĈöÍv½¹ûwù¿yÎýÿāv½ć¿vºýv÷¾ý½vÀåvĂz®ĊăûvĀþÝ½¹¢õw³üĊùÿ¹ºĉw{ýé½v¾
Ă¤Év¹ºþÉwz

āwòĉw~ā¹v¹5wú¤³ô{é¿vyÎý÷¾ý½vÀåv¿vyÎýÿówÞåû¹Āzāwòĉw~ā¹v¹üuúÖùā¹ĀzÿĈÅ¾¤Å¹ćwăûjv½ĈÅ½¾zýºĊĉwú

wă½Āĉv½¹5wzĂ«Ā£Ăz¹Ā«ÿ¢¸Åćwă½vÀåväö¤¸ù¾zćÿ½½ÿ¾ÅIćwă½Āĉv½¹ûjwăĈù¢ÆĉwzĂz½ĀÕôùwíyÎýāºÉºÉwzv¾ĉ¿
Ăz÷wòþăówÞåć¿wÅÄþÆĉđ¿v¡wÝĒÕv½Āĉv½¹Ĉ·¾z¿v¡vÀĊĄ¬£¾zćÿ½½ÿ¾Åā¹wæ¤ÅvĈù¹ĀÉÿ½¹¡½ĀÍyÎýûjăwºÞz
¿vówÞåć¿wÅÄþÆĉđ¡ĒîÊùćº«ÈĊ~ºăvĀ·ºùj

yÎýøĉ¾åë½ÿćwă.NET5¾¤ÊĊz÷¾ýwă½vÀåvćv¾zôĉw ùwíû¹¾í¿wĊýĂzìĉ÷¾ý½vÀåvÔÅvÿĂz÷wý.NETºý½v¹ĂíºĉwzÈĊ~
¿vyÎý÷¾ý½vÀåv¢ĉ¾ĉºù¾ĉÿwÎ£yÎý¹¹¾ñ



 ÷¾ý ½¹ ¹vº·½ ÿ ¡ĒîÊù
wă½vÀåv



yĊÅjćwăć¾Ċñ½wîz¿v÷¾ýćwă½vÀåvôæéĂ¤ÆîÉ

yĊÅjćwăĈ¤Ċþùv



yĊÅjćwăć¾Ċñ½wîz¿v÷¾ýćwă½vÀåvôæéĂ¤ÆîÉ

yĊÅjćwăĈ¤Ċþùv



ÈĊ~ćwă¿wĊýyÎý÷¾ýwă½vÀåv

 Ăz Èăwí ½ĀÚþùFrame drop  ¡đwîÉv ÿ ĈÅ½¾z đwz āºÉ ¾í» ¹½vĀù ¿v ìĉ ¾ă ¢Æĉ½ÿ¾Ñ
ºý¹¾ñ ã¾Õ¾z āºÉ ¾í»  )

Frame Drop

Ĉ¤éÿìĉwĉºþ¯øĉ¾å¿vøĉ¾¤ÅvĈ¤åwĉ½¹üĊz½ÿ¹¿v¢Å¹Ĉù¹ÿ½Framedropµ½Ĉùºă¹)

Frame Dropºă¹ µ½ ºývĀ£ Ĉù Ĉæö¤¸ù ±ĀÖÅ ½¹5

-¢þĉĒí 5¢þĉĒí ć½vÀåv ¢¸Å Üzwþù ¿v ¹½vºýw¤Åv ¿v ¾£đwz ã¾Îù

- ½ÿ¾ÅüĊz½ÿ¹ w£ 5¹Ā«Āz ĈÕw{£½v Ăî{É üĉv ½¹ óĒ¤·v ôĊõ¹ Ăz ôîÊù üĉvºĉj Ĉù)

- ½ÿ¾Å¢þĉĒí w£ 5Ā«Āz ĈÕw{£½v Ăî{É üĉv ½¹ óĒ¤·v ôĊõ¹ Ăz ôîÊù üĉvºĉj Ĉù ¹)

-üĊz½ÿ¹ 5å wĉ ÿ üĊz½ÿ¹ ¿v Ĉ¤ÅvĀ·½¹ ćwĄúĉ¾¤Åv ćđwz ¹vºÞ£ ôĊ{é ¿v ć¹½vĀù ówÞ
 üĊz½ÿ¹ ½¹ ĈÍw· ¢Ċözwé ¾ă ûºÉ$ìĊ¤Ċõwýj ôĊ{é ¿v #ã¾Îù ćĀ´ý Ăz Ăí  Üzwþù

RAM ÿCPU ¹w¬ĉv ¦Ýwz ºă¹ ÈĉvÀåv v½ üĊz½ÿ¹Frame DropºÉ ºăvĀ·  )

-½ÿ¾Å 5½ÿ¾Å ć½vÀåv ¢¸Å Üzwþù ¿v ¹½vºýw¤Åv ¿v ¾£đwz ã¾Îù



wă½vÀåv ÷¾ý ½¹ ¢Ċþùv



ć½wòýÀù½¡wÝĒÕv

ć½v¼ñÀù½ºþĉj¾åüúĉvĂòýü¤Év¹¡wÝĒÕvwzôĉº{£ûjĂz
ìĉºíĈæ¸ù¢Åv)

Ĉýwù¿ĂíÌ¸É¿w¬ùĈ£wÝĒÕvv½¢åwĉ½¹Iºþí Ĉùćv¾zåøĄ
wĉĈĉwÊñÀù½ûjĂzìĉºĊöíćv¾zĈĉwÊñÀù½wă ā¹v¹Ċý¿w¹½v¹

Ăz¡½w{Ý¾òĉ¹¿vćwăºĊöíĈùĀúÝÿĈÍĀÎ·ćv¾z
ć½v¼ñÀù½ÿĈĉwÊñÀù½wă ā¹v¹ā¹wæ¤Åv¹ĀÉ Ĉù

Symmetric: 

Encryption key is the same as the decryption key (private keys used)

Asymmetric:

Encryption key different but mathematically linked to 

the decryption key

One key is commonly distributed (public key), other is 

kept secure (private key)



ć½wòýÀù½¡wÝĒÕv

ć½v¼ñÀù½ºĊöíĈùĀúÝK¢ÆĊ¯

ć½v¼ñÀù½ºĊöíĈùĀúÝĂz¡½ĀÍ<ć½v¼ñÀù½½wê¤ùwýû;
J¢Åvv¾ĉ¿¿vÿ¹ºĊöíäö¤¸ùćv¾zć½v¼ñÀù½ÿ

ĈĉwÊñÀù½wă ā¹v¹ā¹wæ¤Åvºþí Ĉù)

üĉvIÇÿ½ćv¾zć½v¼ñÀù½¡wÝĒÕv¿vìĉºĊöíĈùĀúÝ
ā¹wæ¤Åvºþí Ĉùÿāºý¾Ċñ¡wÝĒÕvćv¾zĈĉwÊñÀù½Ăz
ìĉºĊöíĈÍĀÎ·¿wĊý¹½v¹

ć½v¼ñÀù½ºĊöíĈÍĀÎ·K¢ÆĊ¯

½¹ć½v¼ñÀù½ºĊöíĈÍĀÎ·Ôêå¿vìĉºĊöíĀÎ·ĈÍ
ćv¾zć½v¼ñÀù½ÿĈĉwÊñÀù½wă ā¹v¹ā¹wæ¤Åv¹ĀÉ Ĉù)zĂ
üĊúăIôĊõ¹½¹āÿ¾ñ<ć½v¼ñÀù½û½wê¤ù;½v¾é¾Ċñ Ĉù¹)

Ăz¹wĉĂ¤Év¹ºĊÉwzĂíćwăºĊöíĈÍĀÎ·Ôêå½¹
½wĊ¤·vüĊîõwùā¹v¹ÿć¹v¾åv¢ÅvĂíwă ā¹v¹v½wzwă ûj
Ăzëv¾¤Évºý½v¼ñ Ĉù)



ø¤ĉ½Āòõvćwăć½wòýÀù½¡wÝĒÕv

Ăz¹wĉĂ¤Év¹ºĊÉwzĂíćwăºĊöíĈÍĀÎ·Ôêå½¹½wĊ¤·vüĊîõwùā¹v¹ÿć¹v¾åv¢ÅvĂíwă ā¹v¹v½wzwă ûjĂzëv¾¤Évºý½v¼ñ Ĉù)

Rivest-Shamir-Adelman (RSA)
üĉ¾£ Ĉúĉºéø¤ÆĊÅć½wòýÀù½ºĊöíĈùĀúÝ(ĈÍĀÎ·)đĀúÞùćv¾zówê¤ývćwăºĊöíë¾¤Êùćv¾zć½wòýÀù½ºĊöíû½wê¤ùæ¤Åvā¹w¹ĀÉ Ĉù)

Digital Signature Standard (DSS)
ìĉ¹½vºýw¤ÅvÇ¿v¹¾~¡wÝĒÕvóv½ºåwzüĊĊÞ£Ĉĉwă ø¤ĉ½Āòõv¢ÅvĂíºývĀ£ Ĉùćv¾zºĊõĀ£ćwăwÒùvĈõw¤Ċ¬ĉ¹ā¹wæ¤Åv¹ĀÉÿćv¾züĊõÿv½wz
ÔÅĀ£NISTĂÞÅĀ£Ă¤åwĉÿā¹wæ¤ÅvāºÉ¢Åv)

Elliptic Curve Cryptography (ECC)
½ĀÖýwúăĂí¿v÷wýûjI¢ÅvºĊ~ECCćv¾zºĊõĀ£ºĊöíĂzćwă Ĉþ´þùćĀÒĊzĈî¤ù¢Åv)yöávćv¾zèzwÖ£ºĊöíÿćwăwÒùv¤Ċ¬ĉ¹Ĉõw
ā¹wæ¤Åv¹ĀÉ Ĉù)



wĉvÀùÿyĉwÞùÇÿ½ćwăć½wòýÀù½¡wÝĒÕv

wĉvÀùÿyĉwÞùÇÿ½ćwăÀù½½wòýĈÍĀÎ·ôùwÉ5

,(Üĉ¾Åû¹Āz
-(ā¹wĊ~ć¿wÅûwÅjÔÅĀ£¢¸Å½vÀåv
.(Ăz½ĀÕóĀúÞùćv¾zć½wòýÀù½ā¹v¹ćwăāĀ{ýv¹½Āùā¹wæ¤Åv½v¾é
Ĉù¹¾Ċñ

,(¡ĒîÊùÜĉ¿Ā£ÿó¾¤þíºĊöíćwăĈÍĀÎ·

wĉvÀùÿyĉwÞùÇÿ½ćwăÀù½½wòýĈùĀúÝôùwÉ5

,(ìÆĉ½ºĊöí¾¤úí¿vûwù¿üúĉvûºÉćwăºĊöíĈÍĀÎ·
-(ć½wúÞùĈĉwþz¾ĉ¿v½øăv¾åĈùºþíw£ûvĀ¤z¿vĈăvĀñwăÿăwÒùvw

ā¹wæ¤Åv¹¾í

,(½wĊÆz¾£ºþí¿vć½v¼ñÀù½ºĊöíĈÍĀÎ·
-(ĂzÜzwþùć¾¤ÊĊz¿wĊý¹½v¹

example: AES, RC4, DES

example: RSA, DSS, DSA



£ć½Āuôî£ÿ¾~SSL

üĉvāÁvÿäæ¸ùSecureSocketLayerÿĂzćwþÞùĂĉđówÎ£vüùvĈùºÉwz

Ăz½ĀÕĈöíüĉvć½ÿwþåćv¾züúĉvĂòýü¤Év¹ówÎ£vĂz¢ý¾¤þĉvÿ¢Úåw´ù¿vĂýĀñ¾ăÕv¡wÝĒ
ÃwÆ³¢ÅvĂíüĊzÿ¹ø¤ÆĊÅówÅ½vĈù¹ĀÉÿ¿vûºývĀ·ûwù¾¬ùÿ¾ĊĊâ£ĂýĀñ¾ă¡wÝĒÕv
ôê¤þùāºÉÔÅĀ£Iwă¾îă¿vĂöú«¡wĊtÀ«ĈÎ¸ÉĈõwú¤³vć¾ĊñĀö«Ĉùºþí

SSL¿vø¤ĉ½Āòõvćwăć½v¼ñÀù½ćv¾zÓĀö¸ùû¹¾íā¹v¹wă½¹üĊ³ówê¤ývā¹wæ¤ÅvĈùºþíÿ¿v
ûºývĀ·ûjÔÅĀ£wă¾îă÷wòþăówÅ½v¿vèĉ¾ÕówÎ£vć¾ĊñĀö«Ĉùºþí

SSL½¹wéĂzć½v¼ñÀù½ÔÅĀ£ÿ¹Çÿ½ºĊöíû½wê¤ùÿû½wê¤ùwýĈùºÉwz

 ôî£ÿ¾~ ćwă ĈñÂĉÿ ¿vSSL5
 ¢Ċþùv Ĉù ÈĉvÀåv v½ ¡wÝĒÕvºă¹ 5 ¹¾îöúÝĂùwý ĈăvĀñ ìĉ ĈöÍvSSL ¢Úåw´ù ÿ ½ÿ¾Å ¡wÕw{£½v ÿ ¡wÝĒÕv ¿v

¢Åv ć¾¤Êù)
 Ĉù ºĊĉw£ v½ wù ¢ĉĀăºþí5 ºĊĉw£ĉv ćwă yĉ¾å ĂýwæÅw¤ù ÿ ¢Åv xÿ ¢Ċþùv ćwă Ă{þ« üĉ¾£ øĄù ¿v Ĉîĉ ¢ĉĀă  Ĉ¤ý¾¤þ

ºýĀÉ Ĉù ć¾ĉ¼~wý ûv¾{« ÿ Ĉõwù ćwă ¡½wÆ· ôú´¤ù Ăýv¿ÿ½ ÷¹¾ù ¿v ć½wĊÆz ÿ ºý½v¹ ¹Ā«ÿ ćv āºþĉvÀå ¡½ĀÍ Ăz Ăí
ºþí ć¾ĊñĀö« wĄýj ¿v ºývĀ£ Ĉù ć½ÿwþå üĉv)

 Ĉù yö« v½ ć¾¤Êù ¹wú¤Ývºþí 5 xÿ ºéwå ćwă ¢ĉwÅSSL wz¡½w{Ýnot secure ûwĉwúý  ÛĀÑĀù üĉv Ăí ºýĀÉ Ĉù
¹ĀÉ Ĉù yÕw¸ù ¹wú¤Ýv yöÅ ¦Ýwz ) Ă¬Ċ¤ý ½¹SSL Ĉùºþí ô³ IÀĊý v½ ôîÊù üĉv ºývĀ£)



£ć½Āuôî£ÿ¾~TLS

ôî£ÿ¾~TLSäæ¸ù¡½w{ÝTransportLayerSecurity¢Åv)

üĉvìĉôî£ÿ¾~ć½wòýÀù½¢ÅvĂíćv¾zć¿wÅ üúĉvćwă ā¹v¹ówÅ½vāºÉ¿vèĉ¾ÕĂî{ÉºþýwùìĊåv¾£¢ý¾¤þĉvā¹wæ¤Åv¹ĀÉ Ĉù)

¹½vĀùā¹wæ¤ÅvĈùĀúÝôùwÉć¿wÅ üúĉvIôĊúĉvVOIPIćwă Èþív¾£IüĉĒýjówê¤ývôĉwåÿćwă ÷wĊ~ć½Āå¢Åv)

½¹ûÁ½ÿćwăĈúĉºé¾£÷¾ý½vÀåvSecurity Center¿vôî£ÿ¾~SSL(Secure Sockets Layer)ćv¾zć¿wÅºíüĊz¾ÍwþÝā¹wæ¤ÅvĈùºÉ

wùv½¹ûÁ½ÿćwă¾£ºĉº«¿vôî£ÿ¾~TLSā¹wæ¤ÅvĈù¹ĀÉw£¿v¢{§¡wÝĒÕv½¹üĊzó¹w{£ÿć½wî¤Å¹û¹¾íûjć¾ĊñĀö«¹ĀÉ

TLS¿vć½v¼ñÀù½ćv¾zĈæ¸ùû¹¾íā¹v¹wăÿ
Certificatewăćv¾z¿v¾³v¢ĉĀă¢ĉ¹Ā«Āùwăā¹wæ¤Åv

Ĉùºþí

TLS¿vć½v¼ñÀù½û½wê¤ùwýćv¾z¹w¬ĉvìĉówÎ£v$üúĉv
¾£#ÿÄ Å¿vć½v¼ñÀù½û½wê¤ùćv¾zĂùv¹vĂúõwîù$¾ÅÜĉ
¾£#ā¹wæ¤ÅvĈùºþí)



£ć½Āuôî£ÿ¾~TLS



Çÿ½ćwă¿v¾³v¢ĉĀă

ÛĀýóÿv¿v¾³v¢ĉĀă5
,(ćwăÀù½½Ā{ÝȿPasswordwăȿOTPwă

Àù½ćwă½Ā{Ýüîúù¢ÅvwÊåvºýĀÉÿĂzüĊúăôĊõ¹Ĉ¤Æĉwz¿vwĄýj¢Úåw´ù¹ĀÉ)
¾ñvøĊăvĀ¸zāºĉvój½¹¹½Āù¢Ċþùv¾îåøĊþíI¾ăÀù½½Ā{ÝÔêåĈ¤Æĉwz½w{îĉā¹wæ¤Åv¹ĀÉ)ĂzüĉvÛĀýÀù½ćwă½Ā{ÝIÀù½ćwă{Ý½Ā½w{îĉ

ã¾ÎùwĉOne Time PasswordĂ¤æñĈù¹ĀÉ)
-(üíĀ£ćwăćwăÀù½½Ā{Ýw¤Æĉv(Static Password Tokens )

ìõwù¹Ā·v½ĂzüíĀ£¿v¾³v¢ĉĀăĈùºþí

üíĀ£ìõwùv½ćv¾zā¹wæ¤Åv¿vìĉø¤ÆĊÅĈ£wÝĒÕv¿v¾³v¢ĉĀăĈùºþí

.(üíĀ£ćwăćwăÀù½½Ā{ÝćwĉĀ~÷wòúă

üíĀ£½¹ĂöăÿćwăĈýwù¿üĊÞùÿüĊĊÞ£āºÉćwăÀù½½Ā{Ý¾Î´þùĂz¹¾åºĉº«¹w¬ĉvĈùºþí)$üĉv½Ā{ÝÀù½ĈùºývĀ£wzìĉºĊöíĉ¹¾ò
ć½wòýÀù½¹ĀÉ#

ÛĀý÷ÿ¹¿v¾³v¢ĉĀă5
,(ø¤ÆĊÅćwăìĉ¾¤ùĀĉwzwĉBiometric



Çÿ½ćwă¿v¾³v¢ĉĀă

 ¢ĉĀă ¿v¾³v ÷ĀÅ ÛĀý 5
,( ôî£ÿ¾~Kerberos | Ãÿ¾z¾í

Kerberos÷wýìĉôî£ÿ¾~ôzwé¹wú¤Ýv¿v¾³v¢ĉĀă¢ÅvĂíÔÅĀ£Ā¤Ċ¤ÆĊývćÁĀõĀþî£¹āwòÊýv
¢ÅĀ¯wÅwùwĉûwúăMIT¢´£ûvĀþÝāÁÿ¾~AthenaĈ³v¾ÕÿºĊõĀ£ºÉ

Ãÿ¾z¾í¿vć½wòýÀù½ºĊöíû½wê¤ùÿìĉÀí¾ùÜĉ¿Ā£ºĊöíKDC (Key Distribution

Center)ā¹wæ¤Åvºþí Ĉù)¿vüĉvÿ½ćv¾zºĊtw£¢ĉĀă¾z½wíĂz¿Ā¬ù¦õw§¹½Āù¹wú¤Ývý¿wĊ
¹½v¹)

Ãÿ¾z¾íĂz.¾ÎþÝvÀ¬ùćv¾z¿v¾³v¢ĉĀă¿wĊý¹½v¹ÿ¿vìĉø¤ÆĊÅ
ć¾Ċòă½ÿĈ£½wÚýºþú£½ºéćv¾z¾£ üùvü¤Év¹ Ăòý¡w{Åw´ùā¹wæ¤Åvùºþí Ĉ)

¿v¾³v¢ĉĀăÃÿ¾z¾í½¹ów³¾Ñw³ć½ÿwþå¿v¾³v¢ĉĀăÏ¾å ÈĊ~¿ÿºþĉÿ¢åwÅÿ¾îĉwù¢Åv)

Iûv¾z½wíwă Ăýwĉv½ÿĈĉwă Äĉÿ¾ÅĂí¿vKerberosā¹wæ¤Åvºþþí ĈùĂzKDCĈî¤ùºþ¤ÆăĂíÿ¹¹¾îöúÝv½½¹ìĉºþĉj¾åº³vÿ
Ătv½vºþí Ĉù5¿v¾³v¢ĉĀăÿ½ÿºÍ¢îĊ£)Ăz±ĒÖÍvFyÆ¯¾zćwăKDCĂúăã¾Õwăv½wzºĊĉw£¢ĉĀăĂúăā¾ñwăïÓwêýÛÿ¾Éÿ
ûwĉw~¡đwÎ£vĈêÖþùï¿v¾³v¢ĉĀăĈùºþþí)



Çÿ½ćwă¿v¾³v¢ĉĀă



Çÿ½ćwă¿v¾³v¢ĉĀă

-(ôî£ÿ¾~Kryptonite

ø¤ÆĊÅKryptoniteèöÞ¤ùĂz¢í¾ÉIBM¢ÅvĂíÄĉÿ¾Åćwă¿v¾³v¢ĉĀăISSOÿÜĉ¿Ā£ºĊöív½½¹w¬îĉ½¹¹Ā·Ătv½vĈùºă¹

üĉvø¤ÆĊÅćv¾zā¹wæ¤Åv½¹Ĉĉwă¾£ĀĊ ùwíĈ³v¾ÕºÉĂí¢ĊözwéćwăĈ£w{Åw´ùĈÝĀþ¤ùºþ¤Év¹

.(¿v¾³v¢ĉĀăºþ¯Ăö³¾ùćv

½¹ø¤ÆĊÅ¿v¾³v¢ĉĀăì£IĈöùwÝ¾z½wíwzü¤Æýv¹÷wýć¾z½wíÿÀù½½Ā{Ýûwîùv¹ÿ½ÿĂzø¤ÆĊÅv½¹½v¹

wùv½¹ìĉø¤ÆĊÅºþ¯IĈöùwÝºÞz¿v¹ÿ½ÿ÷wýć¾z½wíÿÀù½I½Ā{Ý½¹Ĉ£½ĀÍĂí¡wÎ¸Êù¹½vÿāºÉ²Ċ´ÍJºþÉwzĂö³¾ùºÞz¿v¾³v¢ĉĀăÍ¡½ĀĈù
¹¾Ċñ)ćv¾zów¨ùćv¾z¾z½wíìùwĊ~ÿwĉôĊúĉvówÅ½vĈùwĉ¹ĀÉ¿vTwoAuthenticateFactorā¹wæ¤ÅvĈù¹ĀÉ



ów¤Ċ¬ĉ¹ ćwÒùv

ćwÒùvów¤Ċ¬ĉ¹MwêĊé¹ûwúăćÀĊ¯¢ÅvĂí¾ÚþzºÅ½ Ĉùÿó¹wÞùû½ºùÿĈõw¤Ċ¬ĉ¹ćwÒùvÄĉĀý ¢Å¹wĉ¾Ąùÿ÷Āùwă ĂùwýxĀÆ´ù
¹ĀÉ Ĉù
üĉvÛĀýwăwÒùvĂíĈþ¤{ù¾zćwă¹½vºýw¤ÅvPKIºþ¤ÆăI¿vìĉìĊþî£ĈÑwĉ½Ă¤å¾ÊĊ~ćv¾z¿v¾³v¢ĉĀăāºþþíiwÒùvā¹wæ¤Åvºþí ĈùÿüĊúÒ£

ºþþí ĈùĂí¹wþÅvÿćwă ÷wĊ~Ĉõw¤Ċ¬ĉ¹ówÅ½vāºÉĂz¡½ĀÍĈîĊýÿ¾¤îõv½¹üĊ³ówê¤ýv¾ĊĊâ£ā¹¾îýÿć½wî¤Å¹āºÊý¢Åv)üĊþ°úăûwñºþþíiwÒùv
ºþývĀ£ Ĉù¿vüĉvÛĀýiwÒùvćv¾zºĊĉm£¹wþÅv¾òĉ¹ā¹wæ¤Åvºþþí)

PKI āÁvÿ ½wÎ¤·vPublic Key InfrastructureºÉwz Ĉù ĈùĀúÝ ºĊöí ¢·wÅ ¾ĉ¿ wĉ

ćwÒùvów¤Ċ¬ĉ¹Ĉþ¤{ù¾zEć½wòýÀù½ºĊöíĈùĀúÝF¢ÅvĂíwzûvĀþÝć½wòýÀù½û½wê¤ùwýÀĊýĂ¤·wþÉ¹ĀÉ Ĉù)
½¹üĉvÛĀýIiwÒùvwzā¹wæ¤Åv¿vìĉø¤ĉ½ĀòõvºĊöíIĈùĀúÝ-ºĊöí$ĈîĉĈÍĀÎ·ÿć¾òĉ¹ĈùĀúÝ#ºĊõĀ£¹ĀÉ ĈùĂí¿v¾ÚýĈÑwĉ½wzøăÔ{£¾ù

ºþ¤Æă)

ćwÒùvów¤Ċ¬ĉ¹¿vèĉ¾Õ-ºĊöíć½wòýÀù½Ăíćv½v¹½w{¤Ývôzwê¤ùºþ¤Æă½wíºþþí Ĉù)¾åć¹Ăí
ćwÒùvów¤Ċ¬ĉ¹v½¹w¬ĉvºþí Ĉù¿vìĉºĊöíĈÍĀÎ·ćv¾zć½v¼ñÀù½ćwă ā¹v¹ÓĀz¾ùĂzùvwÒ
ā¹wæ¤ÅvIºþí Ĉù½¹Ĉõw³ĂíwĄþ£āv½ćv¾zĈĉwÊñÀù½ûjwă ā¹v¹wzºĊöíĈùĀúÝþíiwÒùvāºþ
¢Åv)
¾ñvāºý¾ĊñºývĀ¤ýºþÅv½wzºĊöíĈùĀúÝāºþþíiwÒùv¿wzIºþíüĉvĂýwÊý¹Ā«ÿîÊùĈö½¹ºþÅwĉ
iwÒùv¢Åv)ĂýĀòþĉv¢ÅvĂíćwÒùvów¤Ċ¬ĉ¹¿v¾³v¢ĉĀă¹ĀÉ Ĉù)

ćv¾z¹w¬ĉvìĉćwÒùvIów¤Ċ¬ĉ¹¿v÷¾ýć½vÀåvĂí¢ĊözwéćwÒùvów¤Ċ¬ĉ¹¹½v¹ºþýwù÷¾ý
ćwă½vÀåvôĊúĉvā¹wæ¤Åv¹ĀÉ Ĉù)üĉvwă½vÀåv ÷¾ýwzā¹wæ¤Åv¿vìĉIø¤ĉ½ĀòõvìĉÈă

$ćv ĂÝĀú¬ù¿vãÿ¾³ÿ¹vºÝv#¿vćwă ā¹v¹ĈîĊýÿ¾¤îõvĂzûvĀþÝìĉiwÒùv¹w¬ĉvºþþí Ĉù) ÅÄ
¿vºĊöíĈÍĀÎ·èõw·ćwÒùvów¤Ċ¬ĉ¹ćv¾zć½v¼ñÀù½Èăā¹wæ¤Åv¹ĀÉ Ĉù)üĉvÈă

ć½v¼ñÀù½āºÉïāv¾úăwz¡wÝĒÕvI¾òĉ¹ºþýwùø¤ĉ½Āòõvû¹¾í ÈăïćwÒùvów¤Ċ¬ĉ¹Æ´ùxĀ
¹ĀÉ Ĉù)



Active Directory

ĀĊ¤ívć½Ā¤í¾ĉv¹ìĉÄĉÿ¾Åćv¾z¢ĉ¾ĉºùÜzwþùĂî{É¢ÅvĂíÔÅĀ£¢í¾É¢åwÅÿ¾îĉwùÿĂz½ĀÚþù½wí½¹ćwă ÔĊ´ùć¿ÿºþĉÿĂĊĄ£ºÉā¢Åv)

ãºăĈöÍvûjøăv¾åû¹¾íĈÆĉÿ¾ÅÀí¾ú¤ùćv¾z¿v¾³v¢ĉĀă(Authentication)ÿüĊĊÞ£wă¿Ā¬ù(Authorization)ćv¾zø¤ÆĊÅćwăô·v¹
Ăî{ÉºÉwz Ĉù

ĀĊ¤ívć½Ā¤í¾ĉv¹üĊþ°úăûwîùvüĊĊÞ£Iwă ¢ÅwĊÅyÎýwă½vÀåv ÷¾ýÿówúÝv¿ÿ½ Ăzćwă ĈýwÅ½øĄùv½ćv¾zûv¾ĉºùĂî{É(Administrator )øăv¾åºþí Ĉù)

Ĉĉwă ā¹v¹Ăí½¹ĀĊ¤ívć½Ā¤í¾ĉv¹ā¾Ċ·»IºýĀÉ Ĉùºþýwù¡wÝĒÕvIûv¾z½wíÃwú£Iwă 
Iwă¾¤þĉ¾~Iwă½ÿ¾Åćwă āwòĉw~Iā¹v¹Iwă āÿ¾ñIwă¾£ĀĊ ùwíwă ĂÉĀ~ÿćwă ¢ÅwĊÅĊþùvIĈ¤
Ăúă¢´£ûvĀþÝ wĊÉvā¾Ċ·»ºýĀÉ Ĉù)

¾z āÿĒÝć¿wÅ ā¾Ċ·»üĉvIiwĊÉvć½Ā¤í¾ĉv¹ĀĊ¤ívĈ£wýwîùvv½ćv¾zĈăºýwù¿wÅíû¹¾ÿ
üĊĊÞ£ĈÅ¾¤Å¹ĂzüĉviwĊÉvøăv¾åºþí Ĉù)

Active Directory½¹Ă¤Æă¹Ā·ĂzûvĀþÝìĉûÀ¸ù¾Ċñv¾åôúÝĈùºþíĂíĂz
¾ă¢ĉ¹Ā«ĀùIĂî{ÉøÝv¿vIûv¾z½wíĂýwĉv½wăwĉIÜzwþùìĉ¢ĉĀăć¿w¬ùĈùºă¹)

½¹ã¾ÕIôzwêùDomain ControllerĂzûvĀþÝûw{Ąòý¾ăwÙĈù¹ĀÉĂíóĀuÆù
Ĉ¬þÅ½w{¤Ýv¢ÅvĀ·½¹ćwăĈÅ¾¤Å¹½¹ÿ¾úöéüĊĊÞ£āºÉ¹Ā·¢Åv



AAA Authentication Authorization Accounting

AAAôùwÉĂÅÈ¸z(Authentication)¿v¾³v¢ĉĀăwĉºĊĉw£½w{¤Ýv(Authorization)üĊĊÞ£¿Ā¬ùwĉ²ÖÅĈÅ¾¤Å¹ÿ
(Accounting)Üú«ć½ÿjÇ½vÀñ¿v¢ĊõwÞåûv¾z½wíĈùºÉwz)

ĈùÀĊýwîù¢ÅvĂíĂzìúíûjĈùûvĀ£¢ĊþùvĂî{Év½ā¹wÅ¾£ā¹wĊ~ć¿wÅúý¹Ā)

Ăúöí Ić¾z½wí ÷wý ć½vºĄòý ćv¾z Iüùv Àí¾ú¤ù ÄĊzw¤ĉ¹ ìĉ ćv½v¹ ÷ÀĊýwîù üĉv  ½Ā{Ý
 Iûv¾z½wí ÷wú£Log ¢Åv ā¾Ċá ÿ āºÉ ¹w¬ĉv ćwă)

Authentication5üĉvÈ¸zĂæĊÙÿºĊĉw£¢ĉĀăûv¾z½wív½¾zāºĄÝ¹½v¹ÿā¿w«v
ĈÅ¾¤Å¹¾z½wíĂzÜzwþùĂî{Év½wzûºĊÅ¾~Ĉ·¾z¿vë½vºù¾{¤Þùºþýwùwý÷ć¾z½wíÿ
Àù½½Ā{ÝÌ¸ÊùĈùºþí)

Authorization5ûv¾z½wíćv½v¹±ĀÖÅĈÅ¾¤Å¹¡ÿwæ¤ùĂzÜzwþùÿāwò¤Å¹ćwă
Ăî{ÉĈùºþÉwz)üĉvÈ¸zćv¾zÌ¸Êùû¹¾í²ÖÅĈÅ¾¤Å¹ûv¾z½wíĂz½wíĈù¹ÿ½
ÿüĉvûwîùvv½øăv¾åĈùºþíw£Ä~¿vĈÅ¾¤Å¹¾z½wíĂzÜzwþùĂî{É¿vèĉ¾Õ

AuthenticationI¢ÅwĊÅćwăÓĀz¾ùĂz²ÖÅĈÅ¾¤Å¹ĂzÜzwþùĂî{Év¾«vÉ¹Ā)

Accounting5ºÞz¿v÷w¬ývAuthenticationÿAuthorizationI¾z½wíĂz
Ăî{ÉĈÅ¾¤Å¹vºĊ~ĈùºþíÿÛÿ¾ÉĂzā¹wæ¤Åv¿vÜzwþùÿÄĉÿ¾Åćwăî{ÉĂĈù
ºþí)üĉvÈ¸zĂæĊÙÿ¡½wÚýÿÔ{ÑÜĉwéÿ÷w¬ývāºÉÔÅĀ£¾z½wí½¹÷wòþăÅ¹ĈÅ¾¤
ĂzÜzwþùÿÄĉÿ¾Åwăv½¾zāºĄÝ¹½v¹ÿÇ½vÀñûjwăv½ĂĊĄ£Ĉùºþí)üĊþ°úă½¹üĉv

È¸zĈùûvĀ£¾z¡ºùûwù¿ĈÅ¾¤Å¹¾z½wíĂzĂî{ÉÀĊý¡½wÚý¢Év¹)



yĉv¾ÑĈ¤Ċþùv½¹÷¾ýwă½vÀåv

¢Æ£»Āæý(Penetration Testing)Ăzºþĉj¾åìăĈéĒ·vĂ¤æñ¹ĀÉ ĈùĂíôùwÉĈzwĉ¿½vĂùwý¾zwĉ¢·wÅ¾ĉ¿ìĉ
ûwù¿wÅ½¹¾zv¾zÛvĀýväö¤¸ù¡vºĉºĄ£¹ĀÉ Ĉù

üĉv¢Æ£ìúíºþí Ĉùw£¿vyĊÅjćwă ć¾ĉ¼~äö¤¸ùø¤ÆĊÅć¾ĊñĀö«¹ĀÉÿôĉđ¹Ĉõwú¤³vüĉvyĊÅjwă ć¾ĉ¼~ýwùºþ¡wúĊÚþ£
¢Å½¹wýÿĈ³v¾ÕäĊÞÑÌĊ¸Ê£ā¹v¹¹ĀÉ)

ÛvĀýväö¤¸ùü~¢Æ£

ü~¾¤Æ£Ăî{É
½¹¢Æ£Ăî{Évº¤zv½w¤·wÅĈîĉÀĊåø¤ÆĊÅĂz½ĀÚþùĈĉwÅwþÉ¡v¾Ö·¹Ā«Āù½¹Ăî{Éûwù¿wÅĈÅ½¾z¹ĀÉ Ĉù)½¹ĉvüÇÿ½

Ì¸É÷w¬ývāºþă¹¢Æ£(penetration tester)wă Èĉwù¿jÿĈĉwă ¢Æ£v½½¹Ăî{Éûwù¿wÅ÷w¬ývºă¹ Ĉùw£Ìĉwêýÿwă¹v¾ĉvv½½¹
Ĉ³v¾Õÿ¹¾îöúÝĂî{É¹½Āù¾ÚývºĊ~ºþí)¢Æ£āºý¾Ċñ÷wú£ćvÀ«väö¤¸ùûwù¿wÅĂíôùwÉIwă Ăýwĉv½wă ÷¹Āùÿremote access

devices¹ĀÉ Ĉùv½ĈÅ½¾zºþí Ĉùw£¡Ēú³Ĉõwú¤³vv½ÌĊ¸Ê£ºă¹

ü~¾¤Æ£ĈîĉÀĊå
¢Æ£ĈîĉÀĊåĂz½ĀÚþùĂĊ{Éćwă ć¿wÅćwĊý¹ĈÞévÿ÷w¬ýv¹ĀÉ Ĉù)¹¾å÷w¬ývāºþă¹¢Æ£ĂzûvĀþÝìĉø«wĄùć¾{ĉwÅÝôúºþí Ĉù
ÿĈÞÅ¹½v¹ºÅĈîĉÀĊå¢Ċþùvv½ºþîÊz)üĉv¢Æ£ćv¾zÌĊ¸Ê£yĊÅjćwă ć¾ĉ¼~¹Ā«Āù½¹ćwă ó¾¤þíĈîĉÀĊåþýwùºćwă üĊz½ÿ¹

Ĉ¤Ċþùvÿwă½ĀÆþÅ÷w¬ýv¹ĀÉ Ĉù)



yĉv¾ÑĈ¤Ċþùv½¹÷¾ýwă½vÀåv

ü~¾¤Æ£Ăùwý¾zxÿ
¾¤Æ£Ăùwý¾zxÿćv¾zĈÅ½¾z¡Ēú³Ĉõwú¤³vÿÓwêýäÞÑćwă Ăùwý¾zĈþ¤{ù¾zxÿ÷w¬ýv¹ĀÉ Ĉù)üĉvÇÿ½ćv¾zôtwÆùvĈ¤Ċþù
ā¹wæ¤Åv¹ĀÉ ĈùĂíüîúù¢ÅvĂzôĊõ¹ĂÞÅĀ£¾ĊáüúĉvĈÉwý¿vĈ³v¾Õwĉºíµ½ºă¹)üĊþ°úăüĉv¢Æ£ćv¾zĈĉwÅwþÉ¡Ēú³
Ĉõwú¤³v½¹xÿwă ¢ĉwÅÿwă Ăùwý¾zā¹wæ¤Åv¹ĀÉ Ĉù)

ü~¾¤Æ£Ăî{ÉĈzøĊÅ
üĉvÛĀý¢Æ£ćv¾zĈÅ½¾zÓw{£½vüĊz÷wú£wă āwò¤Å¹ºþýwù5Iwă ¢õ y£Iwă |w£ }õwă Ăýwĉv½ÿćwă ĈÉĀñºþúÉĀă÷w¬ývÉ Ĉù¹Ā)¿vüĉv
Çÿ½Ăz½ĀÚþùć¾ĊñĀö«¿vĂýĀñ¾ă¢Êýā¹v¹Ăíüîúù¢Åv÷wòþăĂzëv¾¤Évć½v¼ñ¡wÝĒÕv¿vìĉāwò¤Å¹Ăzāwò¤Å¹¹¾òĉ¿v
èĉ¾ÕĂî{ÉWi-Fiµ½Iºă¹ā¹wæ¤Åv¹ĀÉ Ĉù)



yĉv¾ÑĈ¤Ċþùv½¹÷¾ýwă½vÀåv

āºĉº~Ăöú³¿ÿ½¾æÍwĉZero day attack

Ăöú³¿ÿ½¾æÍwĉZero Day AttackìĉĂöú³Ĉ¤ý¾¤þĉv¢ÅvĂíyĊÅjć¾ĉ¼~ćwă÷¾ýć½vÀåvÿ¢¸Åć½vÀåvv½ãºă½v¾éĈùºă¹

üĉv¡Ēú³ĂzĂýĀñćvºþ¤ÆăĂíćv¾zûwñºþÉÿ¾å÷¾ýwă½vÀåvÿ¢¸Åwă½vÀåvwĉĈ¤ýjÃÿ¾ĉÿwăĂ¤·wþÉwýĈùºþÉwz)

¿v ā¹wæ¤Åv ãvºăv ¿ÿ½ Ăöú³¾æÍ
 ćwă ûwù¿wÅ Ăz »ĀæýĈ¤õÿ¹
 ćwă ¢í¾É Ăz »Āæýï½Àz

 ¢õÿ¹ ÔÅĀ£ Ă¤åwĉ ûwù¿wÅ ¡Ēú³wă
 ¹w¬ĉv ćv¾z Ĉòýw· ćwă ø¤ÆĊÅ ć¾ĉ¼~ yĊÅj ¿v ā¹wæ¤Åvbotnet wă

 ćwă āwò¤Å¹ Ăz »ĀæýIoT



 ć½vºĄòý ÿ ¢ĉ¾ĉºù
wă ā¹v¹



ā¹v¹ āwòĉw~

½¹¢êĊê³āwòĉw~ā¹v¹çÿºþÍ¡wÝĒÕv¢ÅwúÉĂí½¹ûjć½vºĄòýĈùÉ¹Ā)

āwòĉw~ćwăā¹v¹ĂÖzv½ćv5OracleIMySQLIMicrosoft SQLISQLite

āwòĉw~ćwăā¹v¹v¾ñi ĈÉ5PostgreSQL

āwòĉw~ćwăā¹v¹Üĉ¿Ā£āºÉ

āwòĉw~ā¹v¹Ĉþ¤{ù¾zôĉwå

<āwòĉw~ā¹v¹;wĉDatabaseìĉìýwzĈ£wÝĒÕv¢ÅvĂíĂzćv ĂÝĀú¬ùĂ¤åwĉ ûwù¿wÅ¿v¡wÝĒÕvwĉćwă ā¹v¹ºþù½w¤·wÅĂ¤æñ¹ĀÉ Ĉùÿ
MđĀúÞùĂz¡½ĀÍĈîĊýÿ¾¤îõv½¹ìĉø¤ÆĊÅć¾£ĀĊ ùwíā¾Ċ·»ºýĀÉ Ĉù

½¹ÜévÿĂzĂÝĀú¬ùIwă ā¹v¹<ø¤ÆĊÅ¢ĉ¾ĉºùāwòĉw~ā¹v¹;(DBMS)Ăzāv¾úăćwă Ăùwý¾zć¹¾z½wíÔ{£¾ùwz Iwă ûj<ø¤ÆĊÅāwòĉw~ā¹v¹;ºþĉĀñ Ĉù

¢ĉ¾ĉºùwă ā¹v¹ĂzĂöĊÅÿāwòĉw~ā¹v¹½wĊÆzûwÅj¹ĀÉ Ĉù)ćv¾z¢ĉ¾ĉºùwă ā¹v¹½¹ìĉìýwzĈ£wÝĒÕv¿vø¤ÆĊÅ¢ĉ¾ĉºùāwòĉw~ā¹v¹$Database

Management System)wĉûwúăDBMSā¹wæ¤Åv¹ĀÉ Ĉù)

https://blog.faradars.org/%D8%A8%D8%A7%D9%86%DA%A9-%D8%A7%D8%B7%D9%84%D8%A7%D8%B9%D8%A7%D8%AA%DB%8C-%DA%86%DB%8C%D8%B3%D8%AA/


ā¹v¹ āwòĉw~½¹ ¢Ċþùv

¢Ċþùvāwòĉw~ā¹v¹Ăz¡wùvºévĈæö¤¸ùçĒÕv¹ĀÉ ĈùĂíwă ûwù¿wÅ¿vwă ûjćv¾zûwþĊúÕv¿vØæ³ûºÉćwă āwòĉw~Ĉ£wÝĒÕv¹Ā·½¹¾zv¾z
¡vºĉºĄ£Ĉö·v¹ÿĈ«½w·ā¹wæ¤ÅvĈùºþþí

½ĀÚþù¿v¢Ċþùvāwòĉw~Iā¹v¹¢Úåw´ù¿v¹Ā·āwòĉw~Iā¹v¹ćwă ā¹v¹¹Ā«Āù½¹Iûjø¤ÆĊÅ¢ĉ¾ĉºùāwòĉw~ā¹v¹ĂÕĀz¾ùÿćwă Ăùwý¾zć¹¾z½wí¤¸ùĈæö
¢ÅvĂíĈÅ¾¤Å¹Ăzwă ûj½¹Ów{£½vwzìýwzĈ£wÝĒÕv¹Ā«ÿ¹½v¹

¡vºĉºĄ£Ĉõwú¤³v¢Ċþùvāwòĉw~ā¹v¹

üĊõÿvÿĂz½ĀÕIāĀêõwzüĉ¾£ ëwý¾Ö·ćºĉºĄ£Ăí¢Ċþùvāwòĉw~ā¹v¹v½Ăz¾Ö·I¹¿vºýv ĈùĈÅ¾¤Å¹¿w¬ù¾Ċáwă¾îăÿć½wî¤Å¹ûwñºþþí 
Ăzćwă ø¤ÆĊÅĈ¤Ċþùvÿ¹w¬ĉvā¾Õw¸ù½¹¡wÝĒÕvøĄù¾z½wí©½w·¿vāwòĉw~ā¹v¹¢Åv)

¡Ēú³äö¤¸ù¿vèĉ¾ÕI½vÀåv ÷¾ý¢ ĉ¾îÅvwĉ¾ĉwÅćwă ø¤ÆĊÅĈýĀýwé¾ĊáāĀêõwz¾ÒùĂíôùwÉā¹wæ¤Åv¿vwă½vÀåvºzÿĉÿwă Ãÿ¾
ºýĀÉ Ĉù

üîúù¢Åv÷wú£¡vºĉºĄ£çĀå¾¬þùĂz¿ÿ¾z½wz¾ÅIø¤ÆĊÅ¹¾îöúÝ¢Å½¹wýćwă Ăùwý¾zäö¤¸ùÿÜÖéĈÅ¾¤Å¹¾ĉºù¿w¬ùĂzø¤ÆĊÅ
¹ĀÉ)

¾ñvćwă ôĉwåā¹Āõjã¼³wĉ¿vø¤ÆĊÅ½ÿ¾Åëw~IºýĀÊýüîúù¢Åv¾¬þùĂz¿ÿ¾zćwă yĊÅjĈîĉÀĊåĈæö¤¸ùºþýwùßv¹ÉûºÈĊz¿v
º³wĉĈ¤³Ĉzv¾·ôùwí½¹¹½vĀùºĉºÉºýĀÉ)



ā¹v¹ āwòĉw~½¹ ¢Ċþùv

ćv¾zûwþĊúÕv¿v¹w¬ĉv¢Ċþùv½¹āwòĉw~ā¹v¹Ĉĉwă Çÿ½¹Ā«ÿºý½v¹5

Ä~¿vyÎýāwòĉw~Iā¹v¹ºĉwzÀù½½Ā{Ý¾ĊĊâ£ā¹v¹¹ĀÉ)āÿĒÝ¾zIüĉvćwă ĈÅ½¾zćv ā½ÿ¹ĈýĀñwýĀñ÷¿đ¢Åvw£üĉvûwþĊúÕvĂzÿ¹Ā«ºĉwĊzĂí
Àù½½Ā{Ý½¹¾Ö·½v¾éĂ¤å¾òý¢Åv)

ºĉwzûjĂ¤Å¹¿vćwă xwÆ³ć¾z½wíĂíā¹wæ¤ÅvIºýĀÉ ĈúýôæéºýĀÉ)½¹ĈÖĉv¾ÉĂíìĉxwÆ³ć¾z½wíĂz½ĀÕĈÞÖéāwñ ®Ċăÿ¹ā½wzā¹wæ¤Åv
ºăvĀ¸ýIºÉüĉ¾¤Ąz÷vºévã¼³ûj¢Åv)

÷¿đ¢Åvćwă ¢ÅwĊÅĂ¤å¾ÊĊ~Ĉæö¤¸ùćv¾zćwăÀù½½Ā{ÝćĀé¹w¬ĉvºýĀÉ)Ĉîĉ¿vćwă āºĉvºùv½wí½¹üĉvIËĀÎ·÷vÀõv½¹¾ĊĊâ£Àù½½Ā{Ý
Ăz¡½ĀÍĂýwăwù¢Åv)

ĈÅ½¾zwă ÈêýÿøĊÚþ£wă ĈÅ¾¤Å¹¾zÃwÅvwă ûj½wĊÆz¢Ċúăv¹½v¹)½¹IÜévÿºĉwzüĉvûwþĊúÕvôÍw³¹ĀÉĂíûv¾z½wíwĄþ£ĂzĀùć¹½v
ĈÅ¾¤Å¹ºý½v¹Ăí¿w¬ùĂzā¹wæ¤Åv ¿vwă ûjºþ¤Æă)wz¹Ā«ÿĂîþĉvĈÅ½¾züĉvÛĀÑĀùćv¾zāwòĉw~ćwă ā¹v¹ï½Àz½wĊÆz¾z ûwù¿ÅvI¢wùv¾ñv
wă ĈÅ¾¤Å¹ĂzĈ¤Å½¹øĊÚþ£IºýĀÉ¹ÿ½ÿwĉĈÅ¾¤Å¹¿w¬ù¾ĊáĂzĈ¤³v½ôzwéĈÅ½¾zºăvĀ·¹Āz)



w¤ĉ¹ w¤ù

¾ăĈ´ĊÑĀ£Ăí½¹¹½Āùā¹v¹¹Ā«ÿ¹½v¹v½w¤ùw¤ĉ¹Ĉùºþùwý

Ăz½ĀÕów¨ù¡w´ĊÑĀ£āv¾úăìĉÄîÝĂ¤å¾ñāºÉÔÅĀ£ìĉüĊz½ÿ¹ºþýwùIø¬³IÀĉwÅûjI¶ĉ½w£ÿ¢ÝwÅÿ°úăüĊþ
üÊĊíĀõÄîÝĂ¤å¾ñāºÉĂzûvĀþÝw¤ùw¤ĉ¹Ă¤·wþÉĈùºýĀÉ

½¹÷¾ýćwă½vÀåv¡½wÚýć¾ĉĀÎ£ā¹v¹wăºþ¤ÆăĂí½¹Ów{£½vwz¡v¾ĊĊâ£wĉ¹vº·½wă½¹StreamćwăĈĉĀtºĉÿ¾ĊĊâ£Ĉù
ºþþí

Meta datawă¢ĉĀăÿĂþĊù¿v½ćv¾zwă¹vºĉÿ½øăv¾åĈùºþí

wþzüĉv¾zwzā¹wæ¤Åv¿vw¤ĉ¹w¤ùwăĈùûvĀ£Ă¤Å¹ćºþzI
ć¿wÅvº«IĀ¬¤Æ«ÿĈzwĉ¿wz½¹¡wÝĒÕvwĉā¹v¹wă
¡½ĀÍ¹¾ĉ¼~)ów¨ùā¹wÅ½¹È¸z÷½đjwăÿ

üÊĊîĊæĊ£Āýćwă÷¾ýwă½vÀåv

üĉvv¾åā¹v¹wăv½ĈùûvĀ£½¹¡wÝĒÕvÓĀz¾ùĂz¢ù¾å
ćwă©v¾¸¤ÅvāºÉºþýwù¢ù¾å¾ĉĀÎ£I¹vºÞ£øĉ¾åÿ)))
ÿüĊþ°úă½¹ìĊ¤ĊõwýjwăÀĊýĀ¬¤Æ«¹Āúý



ć¾ĉĀÎ£ ¡½wÚý ćwă½vÀåv ÷¾ý ½¹ wă ĈñÂĉÿ ÿ ¢Ċözwé



ć½vÀåv ÷¾ý ćwă ¢ĉwÅ ć¿wÅ ÜĊú¬£

 ć¿wÅ ÜĊú¬£ºÉwz Ĉù ć¿wÅ ā¾Ċ·» ÿ Èĉwúý ¢Ą« ćÀí¾ù ¢ĉwÅ ìĉ Ăz äö¤¸ù ćwă ¢ĉwÅ ćwă ā¹v¹ ówê¤ýv ćwþÞù Ăz

ºþÉwz Ĉù ¢ĉ¾ĉºù ó¾¤þí ø¤ÆĊÅ ćv½v¹ äö¤¸ù ćwă ô´ù ½¹ ¢ĉwÅ üĉºþ¯ Ăí ¹¾Ċñ Ĉù ½v¾é ā¹wæ¤Åv ¹½Āù Ĉùwòþă ć¿wÅ ÜĊú¬£ ôúÝ äĉ¾Þ£ wz ÿ
ºþzwĉ ówê¤ýv ćÀí¾ù ¢ĉwÅ Ăz yÅwþù ¾¤Æz ìĉ ÃwÅv ¾z wă¿wĊý ĂĊöí ćÀí¾ù ¢ĉwÅ ìĉ

 Ĉ£wýwîùv ¹v¹ ówê¤ýv ćÀí¾ù ¢ĉwÅ Ăz ć¿wÅ ÜĊú¬£ ½¹ ûvĀ£ Ĉù Ăí 5
 ¾ĉÿwÎ£ wă üĊz½ÿ¹
 wă½vºÊă
 Üĉwéÿ
 ø¤ÆĊÅ  ¹¹¾£ ó¾¤þí ćwă
 ø¤ÆĊÅ ÿ ĈývĀ· ëĒ~ ćwă  )))

Entities that can be Federated: 

Å Areas

Å Alarms

Å Cameras

Å Camera Sequences

Å Doors

Å Elevator Cabs

Å Elevator Floors

ÅInputs
ÅOutputs
ÅZones
ÅCardholders
ÅCardholder Groups
ÅCredentials
ÅMaps



- ÈĉvÀåv¢þĉĒí ½¹ ¾ĉĀÎ£ ćwĄõwýwí ¹vºÞ£

-¾ĉÿwÎ£ üÉĀõ¿ÿ½ ÈĉvÀåv

- ¾ĉÿwÎ£ ¢ĉ½ ¢Ċz ÈĉvÀåv

-½Ā¤Ċýwù ºþ¯ ¿v ā¹wæ¤Åv ÷ºÝ wĉ ÿ ā¹wæ¤Åv

- ¢Ċözwé ¿v Ĉýw{Ċ¤Ê~ ÷ºÝ wĉ ÿ Ĉýw{Ċ¤Ê~ ½¹ ½vÀåv ÷¾ý ¢ĊözwéAdaptive 

Streaming

 ÈĉvÀåvResourcewă ¢þĉĒí ½¹ wă

¢þĉĒí ÿ ½ÿ¾Å ½vÀåv ¢¸Å ø¤ÆĊÅ ĂþĊĄz Ă{Åw´ù

V¢Ċözwé¹¾í½wí±ĀÑÿwĉĀ~

 Üévÿ ½¹Dynamic Resolution  û¿vĀ£ ôúÝ
ÿ Ăz v½ ºýwz ćwþĄ~ ÿ ¾ĉĀÎ£ ¢ĊæĊí üĊz Ĉù ¹Ā«

¹½ÿj )¹v¹ ûwĉ¾« äĉ¾Þ£ wz Ăí ¡½ĀÍ üĉv Ăz  ā
ûwúă wĄþ£ ¾z½wí ¿wĊý ÃwÅv ¾z äö¤¸ù ćwă

ºþí ¢åwĉ½¹ v½ ¾ĉĀÎ£ ¢ĊæĊí )öúÝ āĀ´ý  ÿ ¹¾î
āºÉ ā¹v¹ ûwÊý¾ĉ¿ ôîÉ ½¹ û¿vĀ£ üĉv ¹w¬ĉv

¢Åv)
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Failover Directory

FailoverĈĉwývĀ£¾ĊĊâ£½wí¹Ā·ÿĂ¯½w îĉĂzìĉø¤ÆĊÅûw{Ċ¤Ê~ôzwé¹wú¤Ýv÷wòþă¿ÿ¾zôîÊùwĉóĒ¤·v¢Åv)

 ºĉwz ĈòýÿÀåv ¢õw³ ½¹ wĉ ½wí Ăz ā¹wùj ø¤ÆĊÅ ìĉ I¹ĀÉ Ĉù xv¾· ĂĊõÿv ø¤ÆĊÅ wĉ Ăæõoù ìĉ Ăí ĈùwòþăFailover  ćÿ½ Ĉæþù ¾Ċ§m£ ÿ ā¹¾í èê´ù v½
ºþí ã¼³ wĉ ā¹v¹ Èăwí v½ ûv¾z½wí)

Certain roles require databases to operate

By default, the role DB server is hosted on the same machine as 

the role:

(local)\SQLExpress

Databases can be hosted on separate servers to help:

1. Move the role from one server to another

2. Configure standby functionality

For example:

DATASERVER\SQLExpress
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Å To accept client connections, a Directory must also be connected to a SQL database.

Å To ensure high availability , it is possible to protect both the Directory & the SQL 

layers.

Directory

Role
Directory 

SQL DB

SQL Protection Options:

1) SCõs Backup & 

Restore

2) SQL Mirroring

3) Windows Clustering

Up to 4 additional Directories can be 

added to ensure high availability, 

providing:

1) An added connection point for clients

2) Load Balancing (optional)

3) Directory Role Failover
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Failover Archiver

Ĉ¤Ċözwé¢ÅvĂíĂz÷wòþă¿v¢Å¹ü¤å½óÿ½Ô{£¾ùwzÔ{Ñ¾ĉÿwÎ£Iìĉóÿ½üĉÀòĉw«ĂzĂÝĀú´ùĂåwÑvāºÉÿĂùv¹vā¾Ċ·»ć¿wÅv½÷w¬ývĈùºă¹

Å Protect one or multiple Archivers 
with one Failover Archiver ( 1:N)

Å Protect recordings against 
hardware, network or storage 
failure

Å Protect access to live and recorded 
video

Å Minimal failover time
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Archiver Failover: Primary & Backup

Server I

Archiver  Role A

(All cameras)

Server IIPRIMARY STANDBY

Archiver Failover: òCross-Failoveró

Server I

Archiver A
(½ of the cameras)

Server IIPRIMARY & STANDBY PRIMARY & STANDBY

Archiver B

(½ of the cameras)
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ÅRecord a camera in a remote location 

ÅRecord the same camera on a different 

schedule than the main Archiver

ÅRecord a different stream (different quality) of 

the same camera

ÅGood solution if pre-alarm needs to be 

recorded at a higher quality

o Low quality stream recorded 

continuously on the main Archiver

o High quality stream recorded on motion 

on the Auxiliary Archiver.

ÅWork across federation 

ÅLimitation: A standard Archiver needs to be 

online. The Auxiliary Archiver has no 

command & control connection to the camera. 

Remote Site

Main Archiver

Auxiliary Archiver

Auxiliary Archiver

Internet

Central Site

LAN

Auxiliary Archiver
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Directory load balancing

Server 1 Server 2 Server 3

Directory

Role 1
Directory

Role 2

Directory

Role 3

54 2 3 61

ÅSupports up to 5 

Directory Servers

ÅEach can act as a 

connection point to 

the same system

ÅDirectories 

automatically load 

balance incoming 

client connections 

(Round robin)

ÅIf disconnected, 

clients will attempt to 

connect to other 

Directories within the 

System. 

ÅNote: Redirection can 

be disabled in the 

client Options page.
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What is Plan Manager?

u Plan Manager is the included Security Center component that 
supports mapping for access control, LPR, video streaming and 
intrusion detection
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Camera views

Camera recording state 

and field of view can be 

shown from the object:

green = PTZ, blue = fixed

Motion detection can be 

shown on the camera 

object
Recording, FoV, and motion 

detection configurable on a 

per-camera basis
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Alarm management

Alarms can be triggered 

directly from the object.

Can perform alarm 

functions from an active 

alarm.
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Vā¾Ċ·»ć¿wÅ¾zćÿ½¡½wíĂÚåw³Ĉýÿ¾Ċz

Ĉ·¾z¿vüĊz½ÿ¹wăüĉv¢Ċözwév½v½v¹ĈùºþÉwzw£ÛÿĒÝ¾zówÅ½v¾ĉĀÎ£¾zÿ½ć½ÿ¾Å
Iā¾Ċ·»ć¿wÅ¾zćÿ½ìĉĂÚåw³Ĉýÿ¾Ċzv½ÀĊýv½v¹ºþÉwz)üĉv½¹÷¾ý½vÀåv¢Ą«

ÈĉvÀåvyĉ¾ÑĈ¤Ċþùv½¹ø¤ÆĊÅĈ¤Ċözwé¹Ā«ÿ¹½v¹ĂíĂz÷wýûºĊýwî¯¢Åv)¹¾îöúÝ
TrickleĂzüĉv¡½ĀÍĈùºÉwzĂí½¹¡½ĀÍÜÖéÓw{£½vĂî{É$wĄþ£Ăî{ÉĂý£Ăĉ¼â

PoE#üĊz½ÿ¹Ăz¡½ĀÍìĊ£wùĀ£vā¾Ċ·»ć¿wÅv½¾zćÿ½¡½wíĂÚåw³÷w¬ývºă¹ÿzĂ
Ø´ùówÎ£v¹º¬ùĂî{É¾ĉÿwÎ£Ô{ÑāºÉ¿v¡½wíĂÚåw³¾zćÿ½½ÿ¾ÅćÀí¾ùývówê¤
ºþzwĉ)üĉvûwîùv¦ÝwzÈĉvÀåv¢ĊþùvĂz÷wòþăÜÖéĂî{ÉāºÉw£Üĉwéÿæ£vçwā¹w¤åv¿v
¢Å¹ºýÿ¾ý)


